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Resilience through Adaption
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Highlight what matters with Trellix Wise

Wﬁqh..===n aﬁ‘.'

’ ’ ’——‘—-—_—_______________
' "T= OFFICE 3bk5 [Password Sprayl

IALTA1S

' ] 1 vided. there "
Based on the information pro
are several concerning factors that warrant |

escalating the severity of this alert: |

+ The alert description indicates a.potentia} pa§sword
spray attack was detected from this IP- which 1s a
serious threat.

* The supporting rule hits show suspicious activity like
brute force logins. EC2 instances being manually created-
and - all potential signs of compromise.

" The IP was involved in an analytics advisory for data
exfiltration. another serious threat.

* The recent 0ffice 3k5 activity shows

. 1 but also successfu
rule changes for internal users. Thi

attacker may have compromised an

l logins and inbox

'N1S suggests the
internal account.

| —————




Never miss
an alert

Most security
staff only look at
10% of their

Alerts investigated
with time available:
(e.g. 5 people *

alerts. 10% 8 hours = 40 hours/day)

. Alerts unseen for
Trellix XDR Al to investigate:
raises alert (Work remaining:
scores so 4 360 hours/day)
analysts
see them.

Trellix Al

In this example,
Trellix Al'performs
the work of 45
people!




“Now look at them yo-yos,
that's the way you do it
You play the guitar on the MTV
That ain't workin', that's the way
you do it. Money for nothin’
and your chicks for free”

TrelhX
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Money for Nothing...

LockBit ransomware gang has over $110 million in unspent bitcoin




-But it does come at a price I

— €W Politics SCOTUS Congress Facts First 2024 Elections

Member of ransomware gang sentenced to more

than 13 years In prison over 2021 attack

FBI seized $2.3M from affiliate of Revil, Gandcrab ransomware gangs

TrelliX



Threat
Ac.tors are
using Al to...

TrelhX

Mpo6nembl ¢ CVE. Pazo6nadaem Garu-nycTbilky U NULLEM SKCTAOUT NPU NoMoLy

Kyga Mul B Nepeyo ouepeib CMOTPMM, TNAAA HA ouepeaHys CVE'WRy? MNpaBUNbHO, HA YPOBEHL YIPO3L!, TO ECTL O
NPUMEPAX NOKAXY, KAK 3TO CNYYAETCA, & TAKE NOTOBOPUM O Apyrux npobnemax CVE.

Yro takoe CVE?

CVE (Common Vulnerabilities and Exposures, «M3BeCTHbIE YASBMMOCTH M PUCKNA®) — 3T0 CTAHAAPTMIMPOBAHHBIA 1 (
TexHonomi (NIST) 8 Coegunentbix Wrarax, OcHoaHaA yens CVE — nNpeaocTasnTs 06WMA A3bIK, HA KOTOPOM MO
AENAeT B3aumogencTane Mexay Mb-cneyranucTami, NocTasiwmkaMin W ucenegosarensnmm Gonee athhekTHBHbLIM

Yr1o takoe CVSS?

C ‘Common Vulnerabi oring System, « Ma OLLEHKW YAIBUMOC ) — ewWe OauH BAKHBIA MHCTDYMEHT.
CVSS — 370 CTAHAAPTHINPOBAHHLIA METOR OLEHKY, B PAMKAX KOTOPOIO YAIBMMOCTH MOMHO HAZHAYUTL YHCNOBOH 6

OcHoBHble (hakTopbl CVSS

Bazoswin Gann 0CHOBaH Ha (yHAAMEHTANbHLIX ATPHOYTAX YAIBUMOCTH, KOTOPLIE HE MEHAITCA CO BREMEHEM. BOT 1

* BEKTOR v (Amack Vector, AV);
* CNOKHOCTL araku (Attack Complexity, AC):

https://www.trellix.com/blogs/research/the-dark-side-of-innovation-cybercriminals-and-their-adoption-of-genai/




Trel I Ix ttttt /lwww trellix.com/blogs/research/the-dark-side-of-innovation-cybercriminals-and-their-adoption-of-genai/



Defensive Urgencies

~y
- “Think Phishing Defense in

N A
‘) Depth, Ransomware
Resilience and Insider Risk

Management”

Zero Trust Mindset

an

| “...Security Strategy :
| . A US DoD, CISA, NIST Cyber
; Imperatives In the Risk Management

— Age Of AI Frameworks”

Sec Ops Evolution

“Modernize your soc
with new technology,
processes and
deep visibility”

Trellix



Once upon
a time...

Trellix



Adaptive Sec Ops Pillars
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Incident Threat Exposure
Response Hunting Management

TrellixX
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Trelhx

Elevate your SOC today...

Adaptive
SOC 3.0
Optimized Trusted
Level
SOC 2.0 '
PN, i
Operational 360 Visibility
AdHac Level

SOC1.0 Contextual Intel

Threat-Focus

Foundation Distributed XDR
Loud r
- Proactive

Automation

Compliant-Focus : S .
Intel-Driven

. Al-Assist
Reactive

Audit-Driven

Increasing Decision Speed, Effectiveness, and Business Value




Incdude Detections

[:] Include TTPs

Logistics and
transport sector

Ml

N
U

RU-UA war

RU-UA related Cyber
Campaigns Observed in
the Logistics and transport

sector in Spain



“Theory vs Reality...
- .

Trellix
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SOC 3.0 with Trellix XDR...

Alert Fatigue

Waste time tuning tools to reduce alerts
Only investigate alerts that are obvious
Focus only on Incident Response

Automation is seperate

Trellix

SOC 3.0
Focus on incidents vs events

Turn on all available alert sources
Deep investigations on alert clusters

Time for threat hunting

Pervasive Hyber Automation
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