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SIA Session 3: Zimperium Studio 4
Your data is mobile. 

Is your security?
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Mobile Cyber Hygiene
“How can you trust mobile, without visibility?”

Never trust, always verify!
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Creating negative 
consequences 

BRAND IMPACT

46%
suffered reputational damage

FINANCIAL IMPACT

$29B 
digital fraud from mobile 

BOARD-LEVEL PRIORITY

88%
view cyber risk as business risk
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Regulations/privacy

Explosion of apps

Continuous innovations

Mobile threats

2023

Today

Unmanaged devices

The escalating Vulnerability Gap
RISK MOVES TO THE EDGE
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CYBER HYGIENE
Threat exposure for mobile devices 
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Attacks by 
bad actors

Risks from 
employees

Device
65% of enterprise devices running an OS with 
CRITICAL vulnerabilities

Network
1:5
One in five enterprise mobile devices 
experienced a network attack

Applications
144,000
New mobile malware signatures per month

Phishing
90% of breaches start with phishing;
60% of emails read on mobile

Patching hygiene / Jailbreak
Network interception

Apps / Shadow IT
Phishing / smishing / quishing
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COST OF DATA AND ACCESS TO POWER DICTATE PATCHING HYGIENE 
OS exposure for mobile devices 
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Device
65% of enterprise devices running an OS with 
CRITICAL vulnerabilities

Network
1:5
One in five enterprise mobile devices 
experienced a network attack

Applications
144,000
New mobile malware signatures per month

Phishing
90% of breaches start with phishing;
60% of emails read on mobile

Device
65% of enterprise devices running an OS with 
CRITICAL vulnerabilities

Manipulation of Encryption 
Keys, Integrity Checks, 
Libraries, System Calls, etc.

Exploitation of OS or 
Kernel Vulnerabilities, 
Malicious Chargers, etc.

Rooting

System Tampering

Privilege Escalation

Mount Point ChangesDownloads & Executables

Remote Access

Keylogger

File Decryption

Keychain Exposure
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Does the “/var/jb” file path exist  ✅
Are there known JB/Root libraries running  ✅

Is there a known package manager installed  ✅

Jailbreak detected

Start of attack

Link Clicked

…

Remote code execution 

…

Elevated Privileges

…

System Tampering

/var/jb created

---

JB Libraries Run

---

Package Manager installed

10
steps

Jailbreak detected

Start of attack

Link Clicked

…

Remote code execution 

…

Elevated Privileges

…

System Tampering

/var/jb created

---

JB Libraries Run

---

Package Manager installed

40 
steps

10
steps

IOC – Malware Installed

IOC – Abnormal Process Activity

IOC – SE Linux Disabled

IOC – File System Changed

IOC – Rogue Access Point

Other Jailbreak/Root Detection Tools Zimperium Compromise Detection

Compromised 
state

Jailbroken state

Example: Basic, known 
jailbreak or root tools.

✅ Evaluate System Security & state

✅ Check system privileges

✅ Check for modified files and Paths

✅ Check for malicious libraries or processes

✅ Check for package managers

❌  Does the “/var/jb” file path exist 

❌  Are there known JB/Root libraries running

❌  Is there a known package manager installed 

Jailbreak or Root detected, since the last 
known steps of an attack are completed.

Jailbreak/Root is detected, in addition to a trail of 
compromise indicators which show an attack.

Defensive strategies: Compromise vs Root Detection
Zimperium focuses on detecting abnormalities, indicators of compromise, and advanced attack techniques. Other tools only trigger a detection 
when the final, already-known static steps of an attack are detected.  
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Does the “/var/jb” file path exist ❌
Are there known JB/Root libraries running ❌
Is there a known package manager installed 

❌

Start of attack

Link Clicked

…

Remote code execution 

…

Elevated Privileges

…

System Tampering

/var/jb created

---

JB Libraries Run

---

Package Manager installed

10
steps

Start of attack

Link Clicked

…

Remote code execution 

…

Elevated Privileges

…

System Tampering

/var/jb created

---

JB Libraries Run

---

Package Manager installed

40 
steps

10
steps

IOC – Malware Installed

IOC – Abnormal Process Activity

IOC – SE Linux Disabled

IOC – File System Changed

IOC – Rogue Access Point

Other Jailbreak/Root Detection Tools Zimperium Compromise Detection

Jailbreak not detected Jailbreak not detected
Example: Legitimate malicious, 

or Zero-day attacks. 

It compromises the device but 
does not jailbreak or Root 

device. 

Compromised 
state

No Jailbreak or 
Root

✅ Evaluate System Security & state

✅ Check system privileges

✅ Check for modified files and Paths

✅ Check for malicious libraries or processes

✅ Check for package managers

❌  Does the “/var/jb” file path exist 

❌  Are there known JB/Root libraries running

❌  Is there a known package manager 

installed 

Jailbreak or Root not detected, despite the 
device being compromised. 

Jailbreak or Root is NOT detected. However, the 
trail of compromise indicators show an attack.

Defensive strategies: Compromise vs Root Detection
Zimperium focuses on detecting abnormalities, indicators of compromise, and advanced attack techniques. Other tools only trigger a detection 
when the final, already-known static steps of an attack are detected.  
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Network exposure for mobile devices 
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Device
65% of enterprise devices running an OS with 
CRITICAL vulnerabilities

Network
1:5
One in five enterprise mobile devices 
experienced a network attack

Applications
144,000
New mobile malware signatures per month

Phishing
90% of breaches start with phishing;
60% of emails read on mobile

Network
1:5
One in five enterprise mobile devices 
experienced a network attack

Rouge Access Point

Man In The Middle

DNS Poisoning

Malicious Captive Portals

TLS Downgrade / SSL Stripping Session Hijacking

Cookie Theft

https://owasp.org/www-community/attacks/Session_hijacking_attack
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THE NEW SHADOW IT COMPONENTS ARE MOBILE AND AI
App exposure for mobile devices 
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Device
65% of enterprise devices running an OS with 
CRITICAL vulnerabilities

Network
1:5
One in five enterprise mobile devices 
experienced a network attack

Applications
144,000
New mobile malware signatures per month

Phishing
90% of breaches start with phishing;
60% of emails read on mobile

Applications
144,000
New mobile malware signatures per month

Malware

Ransomware

TrojansSpyware

Remote Access Tools

3rd Party Libraries / Back Door

Browser CVEs

Dynamic Runtime Injection

Repackaged Apps

Data Harvesting

BankBots
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LOOK FOR APP CHARACTERISTICS AND AFFECTED DEVICES
App hunting and app vetting

10
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Threat exposure for mobile devices 
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Device
65% of enterprise devices running an OS with 
CRITICAL vulnerabilities

Network
1:5
One in five enterprise mobile devices 
experienced a network attack

Applications
144,000
New mobile malware signatures per month

Phishing
90% of breaches start with phishing;
60% of emails read on mobile

Phishing
90% of breaches start with phishing;
60% of emails read on mobile
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CYBER HYGIENE
Threat exposure for mobile devices 
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Attacks by 
bad actors

Risks from 
employees

Device
65% of enterprise devices running an OS with 
CRITICAL vulnerabilities

Network
1:5
One in five enterprise mobile devices 
experienced a network attack

Applications
144,000
New mobile malware signatures per month

Phishing
90% of breaches start with phishing;
60% of emails read on mobile

Patching hygiene / Jailbreak
Network interception

Apps / Shadow IT
Phishing / smishing / quishing
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Demo scenario

• Making it hard for the user…. PDF files and phishing

• Making life easier… but riskier…  Shortcuts

• User jailbreaks devices

• … regrets it and tries to hide it

• … but we have forensic analysis

• Give the user the tools to increase its mobile cyber hygiene

• … stop links

• … QR code scanner
21
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Recommended
Next Steps

Understand why 
mobile cyber 

hygiene is key

Vet your Mobile App
Receive a personalized app 

analysis of YOUR mobile app or a 
mobile app of your choice

Test For Yourself
Pilot the solution internally to 

validate enterprise fit
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5
Principles of 
a Mobile-First 
Security 
Strategy

3
Step-up detection and response: detect and prioritize anomalies, contextual threat 
response, resolve vulnerabilities and incidents proactively, embed security across 
device and application lifecycle for tamper-proof/threat-aware mobile experiences

1 Prioritize risk at the edge: secure the mobile-powered business reality, 
across all devices and apps, any platform

2
Operate in a known state:  complete visibility of your mobile ecosystem
and risk level, automatically assess vulnerabilities, never throttle productivity - 
measurable, auditable and insurable

4
Start the autonomous journey: dynamically respond to threats and 
ever-changing mobile ecosystem, automatically isolate compromised devices/ 
untrusted environments, scale a proactive security posture, build resilience

Close the Vulnerability Gap

5 Never break the law: govern compliance, stay ahead of global regulations, 
data sovereignty, and privacy regulations while respecting work/life boundaries

5
Principles of 
a Mobile-First 
Security 
Strategy
Close the Vulnerability Gap



●
24

Architecture and Trellix 
integrations
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EMM

App &
Policy Updates

Risk Posture, 
Policy Change, Actions

Group & Device Info 

SIEM

Threat Event Data & 
Forensics

Platform Ecosystem 

XDR / SOAR

IAM
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Detect and protect against unauthorized 
attacks 

Device enrollment 
Device Policy management  

Application distribution  

Trellix

Mobile  

MDM

MDM+Trellix Mobile = Best protection together
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MITRE ATT&CK Coverage

Coverage with MDMCoverage with MDM, MTD, and MAV
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How do we manage?



29

Direct access - No Configuration
Click and Access to the Tenant
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Direct access - No Configuration
Click and Access to the Tenant
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Tenant configuration



32

Direct access - No Configuration
Click and Access to the Tenant
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Request your tenant at
https://xconsole.trellix.com/
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Recommended
Next Steps

Understand why 
mobile cyber 

hygiene is key

Vet your Mobile App
Receive a personalized app 

analysis of YOUR mobile app or a 
mobile app of your choice

Test For Yourself
Pilot the solution internally to 

validate enterprise fit


