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Global Threat Landscape

Data Breaches Geopolitical Tensions Ransomware
The alleged leakage of Governments faces diverse Reports show that many
classified documents and cyber threats, including countries are increasingly
sensitive data raises concerns state-sponsored attacks on confronted with ransomware
regarding national security, critical infrastructure, cyber attacks, posing significant
privacy, and the integrity of espionage targeting sensitive challenges to critical
critical information. data, and disruptive actions infrastructure, government

by nation-states actors. agencies, and businesses.

THE SITE IS NOW UNDER CONTROL OF LAW ENFORCEMENT /Tf\)

This site is now under the control of The National Crime Agency of the UK, working in close cooperation k/
with the FBI and the international law enforcement task force, ‘Operation Cronos’ P
£

sl = | @

’/’H‘"E.

R — . - - el

‘ Classified Information

TrelliX




Securing Email




Current Situation: Why the need?
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There is no such thing as a safe email

Primary . Microsoft Average
Attack Cloud Emaill Isn’'t good breach
Vector Adoption enough lifecycle

p P I
® =0 /N\ ®,
91% of cyberattacks 70% of organizations 3M attacks missed 277 days resulting
begin with use cloud email by Microsoft from business-
spear phishing*** solutions and IN @ year across email compromise
growing** 1058 customers* Horkk

*Trellix Advance Research Center | *Gartner Market Guide for email security | *Knowbe4.com Nov 29, 2022 | **|BM Cost of a Data Breach Report 2022

TrelliX




The Anatomy of HTML Attachment Phishing: One Code,
Many Variants

By Mathanraj Thangaraju, Niranjan Hegde, and Sijo Jacob - June 14, 2023

Introduction

Phishing is the malevolent practise of pretending Th e psyC h O | Ogy Of p h iS h i n g : U n rave I i n g t h e
sensitive data, such as login credentials or credit ¢

duetohoweasyitisforbadactorstoexecuteaneSuccess Behind phiShing AttaCkS and Eﬁective

files are one of the most common attachments us
some email security filters and are often seen as le
executable files. CO U n te r m ea S U reS

By Tomer Shloman - February 1, 2024

Cybercrooks Leveraging Anti Automation Toolkit for -
Phishing Campaigns e

P?elln By Vihar Shah and Rohan Shah - December 18, 2023
Hidde

By Neel H.F Threat actors have a track record of abusing tools hosted on GitHub for malicious purposes. Last year we showed
how attackers abused Python's tarfile module. Trellix Advanced Research Center has tracked abuse of one more
Malicious ac SUCh tool used for quite some time now. Predator, a tool designed to combat bots and web crawlers, can

noticedanz distinguish web requests originating from automated systems, bots, or web crawlers.
steadily goir

ﬁjg;’j‘y“yd;"vi This blog will show how cybercriminals have abused this GitHub tool, and how this tool has been used in multiple

textand UR phishing campaigns with frequently changing url patterns in a very short span.

Introduc
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Trellix Email Security

How we do it...Better

Full Threat
Detection Efficacy

Unmatched threat detection:
cloud-based multi-tenant
S advance URL defense and
attachment detonation

Comprehensive protection
against numerous attack vectors

Block threats and provide
contextual insights to prioritize

and accelerate response

TrelliX

Integrated Investigation
and Response

Detect and prioritize threats
@ to help quick remediation of
/7 advanced threats

Remediation capabilities to
P automatically or manually
i .. pull email out in inboxes
post delivery

e Prioritize, correlate, and
remediate emails from

SEC Op’s platform

Comprehensive
and Resilient

r, Secure Email Gateway or
o behind existing solution

% 1 ¢ Native integration into MS365

¢ | « andGoogle Workspace

m Telco grade resiliency




We catch what others miss
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Trellix identifies and blocks all email threat categories

P o «

POST-DELIVERY SOCIAL MEDIA
ATTACHMENTS URLs WEAPONIZATION COVERAGE
ey A 0
[ 2
Qg
MULTI-STAGE OUTBOUND
IMPERSONATION DETECTION DETECTION

TrelliX
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Scan/Block

1. Primary SEG
with Full Hygiene

Scan/Block

2. Full Hygiene inline,
second hop, behind
a third-party SEG

Scan/Drop

3. Full Hygiene in BCC
mode and sends alerts

4.MS365 / Google Workspace
Native API Integration

TrelliX

&

&
&

Trellix
Email Security

Third-Party
SEG

Cloud /
On-Prem

Flexible Deployment Cloud Email

Cloud / On- Recipient
Prem
Trellix Recipient

Email Security

Trellix —
Email Security Recipient

Google Workspace

=t Microsoft 365




Flexible Deployment Server Email
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V4
1. On-prem inline mode @

Primary MTA Trellix Microsoft Exchange Recipient
Email Security Server (On-Premises)

. @ Microsoft Exchange
2.0n-prem in BCC/ Server (On-Premises) o
monitor modes Recipient

Trellix Email Security

3. Appliance deployments ' o) vmware
(Form factors) + ESXi

TrelliX




‘Superior Detection Proven by Third-Party

Testing

/7771 1TV NNNN

Beating Microsoft and Google

Business
Email Phishing

Compromise Sy
1005 roeis

Tl‘elll)( Source: SE Labs: Email Security Services (ESS): Enterprise 2023 Q1




Threat Intelligence
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’» CIRCL
‘MISP
Threat Sharing

= NCA

National Crime Agency
JOINT CYBER DEFENSE

@y
COLLABORATIVE
vaJ
N o CINTEL471

o
o x
{
[

C
CYBE%EILI% MANDIANT

TrelliX

1.5 PB

of data (samples)

8.75TB

data processed
per day

2B

email samples
per day

250M

malicious file detections
per month

Operational Threat Intelligence Foundation

Real-time,
reliable,
information
to:
1. Anticipate
threats

2. Detect and
block threats

3. Accelerate
informed
responses




o lobal Th | '
Intelligence
(TIE)
ON€ of 'the broadest and”” ™~

One of

deepest intelligence offerings
on the market Intelligence as-a-Service J

Millions of sensors distinctly

across key vectors (endpoint, Advanced Threat Landscape
email, web, & network) Analysis System (ATLAS)

WINNER
C | ou d an d O N p rem e CYBER DEFENSE MAGAZINE

. \G/
Deliverable .
Private GTI J et

TrelliX https://www.trellix.com/en-us/platform/threat-inteligence.html
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Threat Intel Needs by Sec Ops Maturity

We want to rapidly respond to the We need to empower small teams
latest threats, but we don’t have a with automation and services to

i
:
1 We need access to rich data sets,
i
] -
team. We must depend on vendors ' help derive better value from the
I
0
I
i
I
i

specialized analysts and tools to
compliment a highly mature

for managed intelligence services. data and understand the threat program with special requirements

/ o \ a0 o
2 oA
oy 300 20 W

]
i

i

i

]

> i

Least mature customers with :
i

i

i

i

Customers with
Intelligence needs but no
or small specialized team

, Customers with complete Threat
Intelligence and Hunting teams

: | I e S T
OPERATIONAL TRUSTED

intelligence needs but no team to
speak of

R B
FOUNDATION

Proactive p ion of
advag§§d§ﬁ%@£§ﬁ?ﬁ%§)’%plae
attack lifecycle protection

I
'
'
I
I
I
I
I
I
GTI/TIE | INSIGHTS/TIE ATLAS/PGTI
I
I
'
I
'
I
I
X

INTaaS

TrelliX
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Trellix Insights

ePredict threats likely to hit your e
organization based on one billion e e v s s Y S
sensors globally and machine team
analysis from the ARC team. n@i:”::m

@ Detection Prevalence

Vidnerabilty Assessment

ePrioritize threats based on an
assessment of your security gaps,
know how your security will perform

and how you stack up against your
peers

igns  Threats Profiles CVEs  MITRE Explorer Vi

Threat Profile: Conti Ransomware

Russia Nexus UAC-0113 Emulating Telecommunication Providers In

ePreemptively act with prescribed
countermeasures

Multiple Threat Actor Groups Hop On Leaked Babuk Code

Threat Profile: Lockbit Ransomware

TrelliX
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Advanced Threat Landscape Analysis System

eUnique global insight into the
malicious threat detections seen
worldwide by Trellix.

eUtilize the Trellix telemetry data
collected worldwide.

eView current and emerging threats
by highlighting those of particular
interest by type, industry sector,
geolocation, most seen, etc. 1,087,653,321 11,116,743 103,540,870 _31138 93,266

Comee o e

eAccess to a dedicated view for
campaigns consisting of events,
dates, threat actors, |OCs, threat tools,
threat categories, MITRE ATT&CK
patterns, countries, and more.

TrelliX
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Private Global Threat Intelligence (pGTI)

eTrellix File/IP/URL reputations are
now available within private or
air-gapped environments.

ePrivate GTIl can store up to 10 million « aws

ePO SIEM SOAR

Email Firewall EDR . 3¢ Party

Gateway Security
Products ?

File/IP/URL reputations through a
web-based and command-line
interface.

of your reputations that supersede w etk oy STEDES e Wy, LEOT ) o soparty

Public GTI reputations. | i ﬁ : .CHOKD — @
eComplete access to your Private GTI | A\~

query logs for advanced analytics to %‘B C—

discover advanced threats. RC— h ——
e Analysts have access to billions of 5 s B S ©) T'E%? i T'Egg./. i T.'E%?

TrelliX
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Intelligence as-a-Service (INTaaS)

; . ; e : TrelhX
v Comprehensive threat intelligence analysis, including:
Trelllx We bring security to life.
e Threat actor or Group attribution and TTP analysis. Table of Contents
. . . Table of Contents 1
e Threat Intelligence driven Risk assessments. Genersi Overview 2
Data acquisitions and unpacking techniques 3
» Threat Intelligence analyst augmentation using multiple sources . ;
Powershell script (Stage 3) S
a n d tOO IS NET DLL analysis (Stage 4) 6
Iceid malware (Stage 5) configuration 7
« Malware analysis — Static or Dynamic limited reversing e ;
Payload execution 13
e Malicious Infrastructure analysis i im0 N i soccpiimost
Powershell script (Stage 3) SPRARIA £ brilar to the
. . NET DLL analysis (Stage 4) 14 oit¥
e U nderg round engagements and monitori ng Cobalt Strike beacon (Stage 5) configuration 15
Features 18
- . . . Conclusion 19
e Enrichment from Telemetry and previous Trellix reporting loGs 2
Icedid 20
e Tailored Threat briefings i e
Registry key. 20
» Social network analysis. Govan st :
c2ip 21
o Ability to understand and isolate high impact events like network Paas -
egistry key.
or customer compromises. Aopendix -
Bibliography 23

TrelliX




Trellix Zero Trust Strategy

Never Trust, Always Verify




What is Zero Trust?

=777 70 1 1 VANNSNSNSNN\N\\NVNV YV /27

“Zero trust (ZT) is the term for
an evolving set of
cybersecurity paradigms that
move defenses from static,
network-based perimeters to
focus on users, assets, and
resources.”

https://csrc.nist.gov/publications/detail/sp/800-207/final

TrelliX
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Data is your
most
important
asset

Mission

resiliency is
critical

TrelliX

XDR is a core
requirement
of ZT under

the Device

pillar

Embrace a
multi-vendor
approach
through an
open
platform

Our Approach to DOD Zero Trust

Prioritize and
automate
SecOps
workflows
across all
controls

Aggressive
development
and
partnership
to meet ZT
requirements
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TrelliX

1.1 User Inventory

1.2 Conditional User
Access

1.3 Multi-Factor
Authentication

1.4 Privileged Access
Management

1.5 Identity
Federation & User
Credentialing

1.6 Behavioral,
Contextual, ID, and
Biometrics

1.7 Least Privileged
Access

1.8 Continuous
Authentication

1.9 Integrated
ICAM Platform

2.1 Device Inventory

2.2 Device Detection &

Compliance

2.3 Device
Authentication with
Real-Time Inspection

XDR Integrations

XDR aligns the DoD’s 7 Pillars of Zero Trust

Application

Workload

3.1 Application
Inventory

3.2 Secure Softy
Development

3.3 Software Ris
Mgmt.

DLP Endpoint

DLP Discover

DLP Prevent

DLP Monitor

DLP Capture
FRP/Disk Encryption

Database Security

Data Flow Mapping

? Software Defined
ptwork (SDN)

Macro
gmentation

Automation and

Orchestration

6.1 Policy Decision

Visibility and
Analytics

7.1 Log All Traffic

Point (PDP) & Pd
Orchestration

6.2 Critical Proce
Automation

6.3 Machine Lea

2.4 Remote Acd

25 partially & £ 0 Trellix EPP, EDR, Forensics,

Automated Asg

0 Trellix ePolicy Orchestrator, Insights, CloudVisory

& Patch Mgmt.|d Trellix Policy Auditor, Application Whitelisting/FIM

2.6 Unified End 0 Trellix Data Protection Products

Mgmt. & Mobil

Mgmt. 0 Trellix IPS, Packet Capture, Collaboration Security

2.7 Endpoint &

Extended Dete 1 Trellix XDR

Response (ED

ficial Inte

urity

XDR

tration,

se (IR)

Native Trellix Capability

Partner Integration

ation & Response

Standardization

urity Operations
(SOC) & Incident

7.5 Threat Intelligence

Integration

7.6 Automated
Dynamic Policies

Service Partnerships (People & Processes)




Data Security
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Key Data Security Challenges

Addressing Multiple Use Cases — Across Multiple Vectors

Insider Risk

Data Privacy

Governance, Risk,
Compliance

External
Threat/Forensics

Zero Trust
Architecture

TrelliX

Visibility, Control, Close Loop remediation, Response

Data at rest, Data in use, Data in motion

Management of business plans/strategies, Risks that impact operations,
Adherence to standards, laws, and regulations

Context in a multi-vector attack, visibility across the cyber attack
kill-chain, Forensic Investigation and response

Access control, Least Privilege, Air-gapped environments
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* Monitor/Detect/Block sensitive data
TrelliX

Data Security Key Pillars

. ____— Strong commitment to data security
Executive

Sponsorship
Evaluate Effectiveness

* Insider Threat
Program/Tools

» Adapt to threats/risks

» Organizational Needs

Continuous

Risk Identify and Assess
Improvement

Assessment ~ « Valuable Assets

* Valuable Data

Procedures for addressing Incident
* Insider threats Response
* Chain of command Plan
* Reporting for security

incidents

Policies and Clearly Defined
Procedures + Policies and procedures
» Acceptable Use Policy

* Training and Awareness

Maintain Privacy/Confidentiality
+ Encrypt Sensitive Data
* In Transit and At Rest

A Adopt Zero Trust Principles
S —— Least Privilege

Review/Update user access rights

Monitor, (Based on roles/responsibilities)
. Detect and

Implement security controls Block

» Track user activities/network traffic oL

Controls

+ from leaving the environment
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Comprehensive Visibility, Unified Control

6O D = @il
== ﬂ!
Data on the Endpoints Data in the Network Data in the Database Data in the Cloud

Discover Classify Protect
More than 300 content types *  Manual « Create user awareness
Self-remediation scan option + Automated * Multiple vectors
On-premise and in the cloud + 3rd party integrations « Customizable reports

TrelliX
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Trellix Data Security

Mapping to Zero Trust Architecture Requirements

ZTA Requirements

Cover data-at-rest,
in-motion, in-use

4.1

Data is tagged w/
required criteria

4.2

Access control
mechanisms based
on tagging

4.3

TrelliX

Data Monitoring

4.4

Data Encryption and
DRM

4.5

DLP

4.6

DLP Endpoint and DLP Network
Multi-Vector Protection Rules

File and Folder Level Encryption

Data Classification, Tagging, DRM

Policies based on classification
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Zero Trust — Data Pillar

Control — 4.2 Data Governance, 4.5 Data Encryption and Rights Management

Top Secret g
Share

(- =

(- —

Secret Share - -

(- —

- = ==y

- = ==y

Cloud
Storage

TrelliX

(3

I_B Encrypt/Decrypt — Top Secret only

Trellix
DLP/FRP/DE

(5

I_j Encrypt/Decrypt — Unclassified Key only
ﬂ <

FRP —Top
Secret Key

HR User

(&)

FRP — Secret
Key

Ll

Secret System

(&)

Unclassified

Key
Unclassified User
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Zero Trust - Data Pillar

Control — 4.2 Data Governance, 4.3 Data Labeling & Tagging

Inventory

¢ Scan network for file shares
* Inventory files

On Premise
Sharepoint

Fingerprint
« Structured/Unstructured
« Exact Data Matching

TrelliX

Classify

e Automatic/Manual
e Structured/Unstructured

* Integrations

« MIP, Titus, Bolden James

DLP Discover

) .=

File
Shares/Box Databases

Remediate
+ Copy/Move

* Apply Rights Management
+ Classify




Zero Trust - Data Pillar
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Control - 4.4 Data Monitoring, 4.6 Data Loss Prevention

Integrated with Email Gateway via SMTP

DLP Prevent DLP Prevent
Integrated with Web Proxy via ICAP/ICAPS
[% w
S
m 1 = B &
- elle
—— Egress Switch Internet

Users, Endpoints,
Servers

TrelliX




Zero Trust — Data Pillar

Control - 4.2 Data Governance, 4.4 Data Monitoring
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DLP Monitor
DLP Monitor
DLP Monitor
% Analyze network packets Span
Span 4, p Span
o DEiE E0E Seie: — i}g;f’ Integrated with egress devices using SPAN/TAP
» Enable capture of data é Q
» For forensics L
» Policy fine tuning |
D Ta:p
=
— «
2 2 &
= Egress Switch Firewall Internet

Usersé Endpoints Supports multiple protocols:
ervers

Tre"'X SMTP, IMAP, POP3, HTTP, LDAP, Telnet, FTP, IRC, SMB, SOCKS




Air-Gapped Networks
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TrelliX

Internet and Cloud Services

o O

SAAS Apps

Cloud workloads
& containers

On-Prem SECRET/ TOP SECRET

EEERER

=

Hackers
Ca s}

Remote users

Sec Ops users

r —i

== El B E]

_— —
On-Prem Unrestricted

.  EOEH

Network devices  |nternal & External facing servers

On-Prem Restricted

Network devices Users & Servers

Sec Ops Infrastructure




-On-Premises Solutions

Endpoint Security, Forensics

DLP, Encryption, Device Control

Malware Sandboxing

Network Security (IPS, Advanced Threat Protection)
Application Control

Threat Intelligence

SIEM

TrelliX



XDR Architecture

Trellix ENS and HX with on-prem SIEM (Air Gap)

Trellix ePO
A
Puill —
Policies HX Triage data + —
and Investigation queries /
delivers E ] HX events and logs via Syslog
events i Trellix HX
| controller
Sandbox
ENS File+Certificate L V4 [ | File+Certificate — File =l cvents
reputation lookup _ . i reputation lookup = Submission f— via
>=. > 'a' """"""" *8 S} Syslog
= —1 sy
Trellix ENS+HX DXL Broker TIE Server IVX Server
(Local reputation) (Sandbox) —
, Unknown files sample submitted for sandbox f 7
ePO events via Syslog -~
ESM

or 3" party SIEM

Trellix ATLAS

Threat ¥
Intel
Research

HX/IVX
Updates

Trellix DTl Offline

portal

Trellix GTI

GTI Updates




XDR Architecture

Data Loss Prevention

TrelliX

Policy
Orchestration

2) =

X | DLP Endpoint

' X | DLP Prevent

=

(-

Data
Repositories

' X | DLP Discover

Email & Web
Gateway
- | ||
2 B
Switch  Firewall Internet

' X | DLP Monitor




XDR Architecture

Trusted and Untrusted File Domains

Trusted

Untrusted :- __________ E
I
Fr-—=-=-=-=-=- 1 \ g I
! IVX Appliance m I Benefits
ﬁ | g wy o ' « Stop malware entering

W i enterprise storage from
|
1

I untrusted area

 Ensure files are clean
Quarantine before end users access
them

Unknown

Upload Portal Devices & Users

TrelliX
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XDR Architecture

Trellix Cloud

ContentUpdates over TLS

Dynamic Threat
X Intelligence
HQ

[]
]
]
i
- ]
B DD |
TAP, e !
Perimeter i
DMZ Servers (o | — ] — Firewalls :
= NX 5500 = .
sNX 5500

A=A ==

X ' Trellix

. Network Security

><
|

Core Switches

Employee
Workstations

((=NX 5500 } c > g @ s NX 5500
—_—

TrelliX

[ e T

1
1

1

1

1

1

1

1

1

1

1

i

1

TAP/SPAN hd TAP/SPAN H
/ X\ DCServers  TAPISPAN / X \ |
1

1

1

1

1

1

1

1




-XDR Architecture

works

SIEM (ESM) Architecture for Air-Gapped Net

i Redundant ESM
rrrrr

ACE standby

Primary ELM jr.}ie):';s.m:.las';crj“ ‘}:;./n:}ﬂoswiz.f—:ixmui Redundant ELM

Event Data IT Network

‘ I One way Diode

Air-Gapped Network

ESM-ELM-ERC

TrelliX




Hybrid XDR Reference
Architecture
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On-Premise XDR Architecture

Trellix ePO JE—
= [E
| 1
V4 7
I=.I I
— TIE Server
DXEEroJker (Local reputation) VX

E—
Trellix Endpoint Security

(Sandobox)
(=_eor ) [ NetworkSec | (@ Email sec @ (= Data Security) [- swG__ ] (= _identiy ) (W Firewanl ) ((m_war PR
L / Alert

| 098 _ o I Trellix Threat
1 Inteligence
Ve (GTI/ ATLAS)

Zl @ B AT

SIEM SOAR  Ticketing TIP Private GTI

Data Lake

TrelliX
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Hybrid XDR Architecture

Trellix ePO @ p—
— —
Y 7
0= I
h—d TIE Server

. Malware
DXL Broker ~{Localreputation) o Trelix Endpoint Security

Trelix Threat "
Intelligence

N

@

TreliX

/e a\n s\ <\fa: 2 \Y/emn Y amn W\
B Data Security -

[= eor ) (= Networksec ) ( = Email sec SWG ) (= identyy ) ® Fiewall ) = war VX Cloud
I Logs / Alerts I
/" . .
Y D [ S Trellix Helix
L - ”f‘ :
g 1
,,,,, g i Cloud Connect
,,,,,, :
so— — — e > ==l .7 Cloud Infrastructure  SaaS Collaboration Apps
— [r— — — =

— — [ — . ] Office 365

R R— > / V4 P4 / y 4 Kes Lo ¥ slack
a & GitHub

- . Helix Communication H <--
; TIP SOAR Ticketin
Private GT g SEM Broker i
Cloud Identity Email Security
Mw%m sus @ proofpomt
Data Lake

TreliX 2©




XDR Architecture

Trellix ENS, EDR and Helix with on-prem ePO
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ENS

Trellix ePO Reputation
Data
""""" E Insights Dashboard data A -

Reputation lookup to GTl and Machine learning to Real Protect: E

A I ______________
A > =
_Pull EDR Trace & RTS Data N
Pohaeg EDR Snapshot Data L =
an o
delivers Web

Reputation Proxy
lookup

to GTI
Sandbox
yd |

events

Alerts

ENS File+Certificate File+Certificate File m—  cvents ,
reputation lookup L Jj__reputation lookup submission §=28  via T ~
si=. i ') 8 1| sysiog |
EDR Trace & RTS Data T E
Trellix DXL Broker TIE Server IVX Server gy ---- i
ENS+EDR (Local reputation) (Sandbox) S— Trelix Helix
A -

, Unknown files sample submitted for sandbox i I

ePO events via Syslog

Helix Comm Broker
Trel I IX or Trellix NX server
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XDR Architecture

Trellix ENS and HX with on-prem SIEM

Trellix ePO
Web
""""" Insights Dashboard data Proxy i
Reputation lookup to GTl and Machine learning to Real Proteoti @ :
* Reputation lookup to GTI> = B '
Pull — i=.1
Policies HX Triage data + — =,
and Investigation queries /
aelivers | ] HX events andlogs via Syslog
events i Trellix HX
| controller
Sandbox
ENS File+Certificate l/ File+Certificate File = ovents
reputation lookup N i i reputation lookup Lsubmission =0 via
> =, d'Cd e > / Syslog
= R
Trellix ENS+HX DXL Broker TIE Server IVX Server
(Local reputation) (Sandbox) e
. Unknown files sample submitted for sandbox f 7
ePO events via Syslog
ESM

rellixX

or 34 party SIEM

v

-

Trellix Insights

Trellix GTI &
Real Protect

Trellix DTI

4_---

ENS
Reputation
Data

HX/IVX
Updates







