
Trellix for Defense 
and Public Sector
Securing Mission-Critical Networks



SecOps Solutions Architect - EMEA
Ayed Al Qartah

Sr. Director Professional Services
Siju Ramachandradasan

Speaker Intro



 Agenda
 

● Introduction
● Securing Email
● Threat Intelligence
● Zero Trust
● Data Security
● Air Gapped Networks
● Trellix XDR Reference 

Architecture
● Q & A



Global Threat Landscape



Securing Email



Current Situation: Why the need?

There is no such thing as a safe email

91% of cyberattacks 
begin  with 

spear phishing*** 

70% of organizations 
use cloud email 

solutions and 
growing** 

3M attacks missed 
by Microsoft 

in a year across 
1058 customers* 

Primary 
Attack 
Vector

Cloud Email 
Adoption

Microsoft 
isn’t good 

enough

277 days resulting 
from business- 

email compromise 
****  

Average 
breach 

lifecycle

*Trellix Advance Research Center | **Gartner Market Guide for email security | ***Knowbe4.com  Nov 29, 2022 | ****IBM Cost of a Data Breach Report 2022



Trellix Research



Trellix Email Security
How we do it…Better



We catch what others miss

ATTACHMENTS URLs

IMPERSONATION
MULTI-STAGE 
DETECTION

POST-DELIVERY 
WEAPONIZATION

SOCIAL MEDIA 
COVERAGE

OUTBOUND 
DETECTION

Trellix identifies and blocks all email threat categories



Flexible Deployment Cloud Email



Flexible Deployment Server Email



Superior Detection Proven by Third-Party 
Testing



Threat Intelligence



Operational Threat Intelligence Foundation 



 Trellix Threat 
Intelligence 
Solutions
 
 

One of the broadest and 
deepest intelligence offerings 
on the market

Millions of sensors distinctly 
across key vectors  (endpoint, 
email, web, & network)

Cloud and OnPrem 
Deliverable

 Lorem ipsum dolor sit amet, 
consectetur adipiscing elit

 Ut sed tortor sit amet sem 
scelerisque lobortis 
• Sed lobortis elit sed tempor



Threat Intel Needs by Sec Ops Maturity



 Trellix Insights

●Predict threats likely to hit your 
organization based on one billion 
sensors globally and machine team 
analysis from the ARC team.

●Prioritize threats based on an 
assessment of your security gaps, 
know how your security will perform 
and how you stack up against your 
peers

●Preemptively act with prescribed 
countermeasures



 Advanced Threat Landscape Analysis System
●Unique global insight into the 

malicious threat detections seen 
worldwide by Trellix.

●Utilize the Trellix telemetry data 
collected worldwide.

●View current and emerging threats 
by highlighting those of particular 
interest by type, industry sector, 
geolocation, most seen, etc.

●Access to a dedicated view for 
campaigns consisting of events, 
dates, threat actors, IOCs, threat tools, 
threat categories, MITRE ATT&CK 
patterns, countries, and more. 



 Private Global Threat Intelligence (pGTI)
 

●Trellix File/IP/URL reputations are 
now available within private or 
air-gapped environments.

●Private GTI can store up to 10 million 
of your reputations that supersede 
Public GTI reputations.

●Complete access to your Private GTI 
query logs for advanced analytics to 
discover advanced threats.

●Analysts have access to billions of 
File/IP/URL reputations through a 
web-based and command-line 
interface.



 Intelligence as-a-Service (INTaaS)
 



Trellix Zero Trust Strategy
Never Trust, Always Verify



 What is Zero Trust?

 “Zero trust (ZT) is the term for 
an evolving set of 
cybersecurity paradigms that 
move defenses from static, 
network-based perimeters to 
focus on users, assets, and 
resources.”
 
 https://csrc.nist.gov/publications/detail/sp/800-207/final

 



Our Approach to DOD Zero Trust

Data is your 
most 

important 
asset

 Mission 
resiliency is 

critical

XDR is a core 
requirement 
of ZT under 
the Device 

pillar

Embrace a 
multi-vendor 

approach 
through an 

open 
platform

Prioritize and 
automate 

SecOps 
workflows 
across all 
controls

Aggressive 
development 

and 
partnership 
to meet ZT 

requirements

1 2 3 4 5



XDR aligns the DoD’s 7 Pillars of Zero Trust

� Trellix ePolicy Orchestrator, Insights, CloudVisory

� Trellix EPP, EDR, Forensics, 

� Trellix Policy Auditor, Application Whitelisting/FIM

� Trellix Data Protection Products

� Trellix IPS, Packet Capture, Collaboration Security

� Trellix XDR

        DLP Endpoint

        DLP Discover

        DLP Prevent

        DLP Monitor

        DLP Capture

    FRP/Disk Encryption

      Database Security  XDR



Data Security



Key Data Security Challenges
Addressing Multiple Use Cases – Across Multiple Vectors 

Insider Risk

Data Privacy

Governance, Risk, 
Compliance

External 
Threat/Forensics

Zero Trust 
Architecture

Visibility, Control, Close Loop remediation, Response

Data at rest, Data in use, Data in motion

Management of business plans/strategies, Risks that impact operations, 
Adherence to standards, laws, and regulations

Context in a multi-vector attack, visibility across the cyber attack 
kill-chain, Forensic Investigation and response

Access control, Least Privilege, Air-gapped environments



Data Security Key Pillars

Executive 
Sponsorship

Risk 
Assessment

Policies and 
Procedures

Access 
Controls

Monitor, 
Detect and 

Block

Encrypt

Incident 
Response 

Plan

Continuous 
Improvement

Identify and Assess
• Valuable Assets 
• Valuable Data

Clearly Defined
•  Policies and procedures
• Acceptable Use Policy
• Training and Awareness

Implement security controls 
• Track user activities/network traffic
• Monitor/Detect/Block sensitive data
• from leaving the environment

Evaluate Effectiveness
• Insider Threat 

Program/Tools
• Adapt to threats/risks
• Organizational Needs 

Adopt Zero Trust Principles
Least Privilege
Review/Update user access rights
   (Based on roles/responsibilities)

Maintain Privacy/Confidentiality
• Encrypt Sensitive Data
• In Transit and At Rest

Procedures for addressing
•  Insider threats
• Chain of command
• Reporting for security 

incidents

Strong commitment to data security



Comprehensive Visibility, Unified Control

Data in the Network Data in the CloudData in the DatabaseData on the Endpoints

Discover

• More than 300 content types 
• Self-remediation scan option
• On-premise and in the cloud

Classify

• Manual 
• Automated
• 3rd party integrations

Protect

• Create user awareness
• Multiple vectors
• Customizable reports



Trellix Data Security 
Mapping to Zero Trust Architecture Requirements

ZTA Requirements

Cover data-at-rest, 
in-motion, in-use

Data is tagged w/ 
required criteria

Access control 
mechanisms based 

on tagging 

4.1

4.2

4.3

✔ DLP Endpoint and DLP Network 
Multi-Vector Protection Rules

✔ File and Folder Level Encryption

✔ Data Classification, Tagging, DRM

✔ Policies based on classification

Data Monitoring

Data Encryption and 
DRM

DLP

4.4

4.5

4.6



Zero Trust – Data Pillar
Control – 4.2 Data Governance, 4.5 Data Encryption and Rights Management

Top Secret 
Share

Intelligence Rules Analytics Event Index

Endpoint

Secret Share

USB

Cloud 
Storage

Trellix 
DLP/FRP/DE

HR User

Unclassified User

E
ncryption

Secret System

FRP – Top 
Secret Key

FRP – 
Unclassified

Key

FRP – Secret
Key

Encrypt/Decrypt – Top Secret only

Encrypt/Decrypt – Unclassified Key only

E
ncryption



Zero Trust - Data Pillar
Control – 4.2 Data Governance, 4.3 Data Labeling & Tagging

DLP Discover

Databases
File 

Shares/Box
On Premise
Sharepoint

Inventory
• Scan network for file shares
• Inventory files 

Classify
• Automatic/Manual
• Structured/Unstructured
• Integrations

• MIP, Titus, Bolden James

Remediate
• Copy/Move
• Apply Rights Management
• Classify

Fingerprint
• Structured/Unstructured
• Exact Data Matching



Zero Trust - Data Pillar
Control - 4.4 Data Monitoring, 4.6 Data Loss Prevention   



Zero Trust – Data Pillar
Control – 4.2 Data Governance, 4.4 Data Monitoring

        Integrated with egress devices using SPAN/TAP

        Analyze network packets

• Data and content
• Enable capture of data

• For forensics 
• Policy fine tuning

             Supports multiple protocols:

    SMTP, IMAP, POP3, HTTP, LDAP, Telnet, FTP, IRC, SMB, SOCKS

Tap

Span Span 
Span 

DLP Monitor
DLP Monitor

DLP Monitor

Egress Switch Firewall Internet

Users, Endpoints, 
Servers



Air-Gapped Networks





On-Premises Solutions

● Endpoint Security, Forensics
● DLP, Encryption, Device Control
● Malware Sandboxing
● Network Security (IPS, Advanced Threat Protection)
● Application Control
● Threat Intelligence
● SIEM



XDR Architecture
Trellix ENS and HX with on-prem SIEM (Air Gap)



XDR Architecture
Data Loss Prevention



XDR Architecture
Trusted and Untrusted File Domains 

Inbox

Upload Portal Unknown
Devices & Users

Staging

Untrusted

Trusted

IVX Appliance

Quarantine

 Benefits
• Stop malware entering 

enterprise storage from 
untrusted area

• Ensure files are clean 
before end users access 
them

 



XDR Architecture



XDR Architecture



XDR Architecture
SIEM (ESM) Architecture for Air-Gapped Networks 



Hybrid XDR Reference 
Architecture



On-Premise XDR Architecture



Hybrid XDR Architecture



XDR Architecture
Trellix ENS, EDR and Helix with on-prem ePO



XDR Architecture
Trellix ENS and HX with on-prem SIEM




