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Today’s Challenges

72
Average number of 

security tools                             

62%
increase in attack 

surface over 2 
years

74% 
employees willing 

to bypass 
cybersecurity 

guidance 

…..and a Talent gap of 4 million people
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 SOCs struggle to keep up with threat landscape of multi-vector attacks.
 > Result: Organizational risk increases

Today's SOC solutions are inadequate

Inability to determine,
 prioritize top threats

Too many alerts 
and missed threats

Stretched, 
under-resourced

Limited org resources 
and expertise

Weeks

Siloed tools that don't 
work together

Today



Challenges
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Accelerated SOC Maturity
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Result: A simplified and insightful security operations 
experience to rapidly stop attacks

Trellix XDR Impact

Threat CoverageSOC ResourcesTime to Resolution

After

Before

Ability to determine,
 prioritize top threats

Effective, efficient,
optimizedHours - Minutes

Inability to determine,
 prioritize top threats

Stretched, 
under-resourced

Days - Weeks



Security 
Needs a 
Platform 

Powered by:
Automation

AI

Analytics



 Why 
journey 
to XDR?

11

95%
CISOs agree their 

major cybersecurity 
incident would have 

been prevented 
with XDR

Mind of CISO: Behind the Breach Nov 2023 n= 500
Based on your understanding of XDR as a platform that connects 
your tools, to what extent do you agree or disagree



This is Trellix XDR



What is XDR?

Extended goes across 
several security 
vectors including 
endpoints, network, 
data, cloud, email and 
other third-party 
products.

Detection comes from 
the ability to detect, 
correlate, and prioritize 
threats across multiple 
vectors the moment 
they arise.

Response enables 
your organization to be 
better prepared to 
respond effectively to 
attacks in real time.



Data

AI, Analytics
Automation

Tools Processes

XDR: the Convergence of Security

A platform to respond across  your open, connected enterprise



Shut Down Threat Actors with Helix Connect

Correlated with 
pre-built Analytics

 Enriched with 
Global Intelligence

Playbook Automation
Guided Response
Orchestration

Streamlined
Workflows
We make your 

team proactive

Broad
Integration

We meet you where 
you are today…

Rapid, Global Context
We turn “noise” 

into prioritized actions

Cloud

Data

Email

Endpoint

Network

490+
third parties

MTTD, MTTI, 
MTTR in   

minutes

…because minutes matter



How Helix Connect Works
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Helix
Connect

Native 
Trellix Data 

Ingest 

490+ 
3rd-Party 

Data 
Sources 

Multi-vector, 
Multi-vendor 
Detections

Alert 
Prioritization

Threat Intel 
Enrichment

Guided 
Investigations

Built-in 
Automated 
Response 
Playbooks 

1. Broad data Ingestion

Open and 
native integrations

2. Detections:

Analytics

Automated 
threat elimination

Noise suppression

Enrichment

Prioritization

3. Response

On-prem / cloud 
orchestration 
and response

AI-guidance

Pre-built, 
customizable 
playbooks
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490+ 
3rd-party

 sources

100+
 different 

SaaS 
solutions 

across 
multiple 
domains 

Quickly Integrate Data



Surface New Detections within Hours

2000+ 
rules, 

integrated 
intelligence 
matching 

50+
 analytics



Automatically Prioritize Threats

Address 
the 

most 
critical 

threats first



Map the Complete Threat Journey

Mapped 
to MITRE 
ATT&CK 
tactics



Automatically take Action

Detections 
trigger 

responses
in your 
tools



Leverage AI-guided Investigations

Enable 
and 

upskill 
more of 

your 
team



Leverage AI-guided Investigations

Enable 
and 

upskill 
more of 

your 
team



XDR Roadmap
New and upcoming features & timelines
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 Safe Harbor 
Statement
 This slide deck may include roadmap information, 

projections or other information that might be 
considered forward-looking. While these 
forward-looking statements represent our current 
judgment on what the future holds, they are subject to 
risks and uncertainties that could cause actual results 
to differ



XDR Journey and Beyond
 Beyond XDR

2025 +

 Enable Hybrid Architecture
• Hybrid On-Prem / Cloud solution that 

enables enterprise customer 
environments (data ingest / 
orchestration). 

• Integrated single on-premise 
component that’s cloud managed

Unlock Data Ownership
• Pluggable storage architecture and 

Bring Your Own Storage (BYOS)
• Augment existing Event Lakes 

(Splunk, Azure Sentinel, etc)

 Fully Capable XDR
2024

• Multi data source integration
• Cross source correlation 

(multi-vendor, multi-vector)
• Integrated playbooks and response 

actions
• Trellix threat intel

 Simplified XDR
Beta: Q1’24     GA: 2H’24

 Full SOAR experience
• Create, add, run and edit response 

actions/playbooks

 Enhance SecOps UX
• New Alerting, Search, Rule Mgt, Case Mgt, 

Tasks & Automation Apps

 Broaden Integrations
• Broadened data Integrations and Response 

actions
• Easily integrate Trellix Products

New XDR Cross Vector Detections
• New detection engine (ACE)



Major areas of improvement

XDR

Alert Management V2

ACE Detection engine

Rule Management for ACE

Case Management V2

Tasks & Automation

Detection triggers

Automation editor

Response workflow

Tag management

Integration Hub

Cloud event collection

On-prem event collection

Task/Response integration

Detect & 
Investigate

Respond & 
Automate

Integrate & 
Manage

Search V2



Detect & Investigate
● Manage incoming alerts
● Assign, acknowledge
● Sort, order, filter

● Quickly see
○ Assets involved
○ Why it’s triggered
○ What to do next

● Scan through alert timeline
● See the attack lifecycle



Detect & Investigate
● Search events, logs and all 

other collected data to 
complete investigation

● Organise alerts, events, 
searches, tasks into cases

● Build custom detection 
rules



Integrate & Manage
● Easily integrate with native and 

3rd party products
● Ingest (event collection)
● Tasking response integrations

● Shows integrations already 
installed

● Change settings
● Monitor



Respond & Automate
● Tasks from integrations 

shows up here
● Can be executed ad-hoc
● Can be part of automations

● Non-supported integrations
● DIY tasks



Respond & Automate
● Build custom 

automations/playbooks
● Can be run ad-hoc or 

automatically via detection 
events

● Easy to use UI

● Recommendations for 
alerts, configurable and 
customizable



Release Timeline

Alert Management V2

ACE Detection engine

Rule Management for ACE

Case Management V2

Tasks & Automation

Detection triggers

Automation editor

Response workflow

Tag management

Integration Hub

Cloud event collection

On-prem event collection

Task/Response integration

Detect & 
Investigate

Respond & 
Automate

Integrate & 
Manage

Search V2

XDR 1H 
2024

Q3 
2024

Q1 
2025

BETA GA BETA

Q3-Q4 
2024

GA

Monthly releases post GA

Future

Evolution 
of XDR 

platform



Key Takeaways

Broadest
Native 

Controls
Fastest Path 

to XDR 

Largest open 
XDR with 
490+ data 

sources

We meet you where you are, help you realize XDR faster and align to your future




