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Skyhigh Security Vision and Platform overview
Skyhigh & Trellix ePO Integrations / DLP
Advanced Threat Defense with Skyhigh Web & Trellix VX

Skyhigh SSE & Trellix Hellix (XDR) Integration

OBNORBRORNORNO

Conclusion /| Q&A

TrelliyX | @® skyhigh Security



Skyhigh Security Journey

Two separate entities,
creation of Skyhigh

STG acquired
McAfee Enterprise

Next Evolution of
Skyhigh Security

and FireEye Security and Trellix
. ] O
Symphony Technology Group (STG) Symphony Technology Group (STG) _
@ Skyhigt
O McAfee Q) FIREEYE @ Skyhigh  TrelhX Pedigree of 20+ years

3000+ customers
Market Leading Technology

Trelln! | @® Skyhigh Security




Skyhigh Security Mission

m We protect all of an organization’s data, regardless of
S k I’ ] I I‘ ] where it resides, against both internal and external
threats.

Security

We go beyond data access and focus on data use,
allowing organizations to securely connect and collaborate
from any device and from anywhere.

Trelln! | @ Skyhigh Security



e

By 2026 -

85% of organizations seeking to secure their Web, SaaS and

Private Applications
offering.

45% of organizations
for inspection and protection of data at rest and in
motion as a selection criterion for SSE.

—2024 Gartner® Magic Quadrant™ for Security Service Edge

Trelln! | @ Skyhigh Security



Skyhigh Security Service Edge (SSE) Portfolio

®
4

Skyhigh Skyhigh Skyhigh
Secure Web Gateway Cloud Access Security Broker Private Access (ZTNA)

DATA PROTECTION
4 skyhigh
Cloud Platform

Advanced Data Loss Prevention - Intuitive Dashboard - Remote Browser Isolation
Unified Policy Management - Unified Threat Prevention - Unified Incident Management

,»/ yd Tre"l)( @ Skyhigh Security



100+ Points of Presence Globally




Our Differentiation

© Unified Data Protection & Most Advanced DLP Techniques
© Flexible Deployment SWG (On-prem, Hybrid, Cloud)

© Best-in-Class Malware Protection

@ Industry’s Largest CASB API coverage

@ Single Converged Platform

® Wide ecosystem of Enterpris€ Integrations

Trelln! | @ Skyhigh Security



Security and Performance at Scale

ShanOW Events Points of Presence
Monitored Every Day Worldwide

8.08+ A

=™ 230M+ Ly 2B+

Files Scanned Every Day Monitored Every Day

Trell! | @® skyhigh Security




Validated By Analysts
Skyhigh Security Named “Visionary” - 2 Years in a Row

2024 Gartner® Magic 2024 Gartner® Critical
Quadrant™ for Security Gartnen) Capabilities for Security
Service Edge Service Edge

#71in “Protect Data” Use Case

#1in 4 out of 10 Critical Capabilities

Cloudflare @

g @ Visibility and Control of activities
2 @ Data Security

o s ® SSPM
@ Enterprise Integration

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of February 2024 © Gartner, Inc

Gartner




Validated by Industry Experts

NTEST

Skyhigh Beats the Average in All Test Categories

WINDOWS ALL OTHER PHISHING
THREATS (PE) THREATS (NON-PE)

M Skyhigh Security
B Industry average for all tested SWG products

e Considering all the results
of the products tested by
AV-TEST, Skyhigh is among
the top performers in that
product category and
offers strong protection
against the used test cases.

AV-TEST: Evaluation of Skyhigh SSE, November 2023



https://skyhighsecurity.com/wp-content/themes/skyhigh-security/public/docs/tests/AV-TEST_Skyhigh_Evaluation_August_2023.pdf

Recognized by Industry

GLOBEE AWARDS GOLD WINNER

CYBERSECURITY

2024 Globee® Awards
for Cybersecurity

THECHANMNELCO

2024 CRN Coolest
Cloud 100 List

The
Security

Awards

SHORTLIST 2024 |

2024 Cloud Security
Awards

THECHANNELCO

2024 CRN Hottest
Cloud 100 List

SHGFILisE

2024 Constellation
ShortList ™ for SSE Q1

BIG
JNNOVATIQN

EGQ%

2024 BIG Innovation
Award

TreliX

@ Skyhigh Security


https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.linkedin.com/company/business-intelligence-group-big-awards-/
https://www.linkedin.com/company/business-intelligence-group-big-awards-/
https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.constellationr.com/research/constellation-shortlist-security-service-edge-sse
https://www.constellationr.com/research/constellation-shortlist-security-service-edge-sse
https://www.cloud-awards.com/2024-cloud-security-awards-shortlist
https://www.cloud-awards.com/2024-cloud-security-awards-shortlist
https://globeeawards.com/cyber-security/winners/
https://globeeawards.com/cyber-security/winners/

Skyhigh Security - Al Focus ®

VISIBILITY PROTECTION OPTIMIZATION
Shadow IT DLP and Content Ease of use and
Detection



TreliX | @ Skyhigh

Skyhigh/Trellix ePO Integrations / DLP

Boubker El Mouttahid

Global Technical Director, Skyhigh
Security



Data isn’t just on endpoints anymore

Shadow Apps Sanctioned Apps laaS / PaaS / Containers Private Apps

EGNXXTE
WS @ 7' Jira © GitHub

Amazon EKS

INTRA
LINKS '

© Jira

citrix’ i
Sharefile ORACLE
salesforce | » ¢

docker ORACLE

fy
-_,:Jlr-_,:r+ab|eau

smartsheet  gervicenaw

kubernetes

Trelli}X | @ skyhigh Security




Point solutions create security gaps

Data Security

D Endpoint Network @ Web AA" Cloud m Data Center P;\i;g;e

ON-PREMISE

DATA LOSS PREVENTION © visibility / control of data in the cloud & private apps

TreliX e el © shared risk database
® protect mobile workforce

Q insights beyond the cloud CLOUD SECURITY

Trellx! | @ Skyhigh Security



Our unified DLP architecture ®

Skyhigh Cloud Platform

adws

S—
A\ Azure

Google Cloud

API /| SMTP Relay
box ]

Google sk slack

SWG CASB FARNTA CNAPP

okta

Intuitive Dashboard - Advanced Data Loss Prevention - Threat protection - RBI Ping I\ Microsoft Azure
Identity.

Unified Classification, Policies, Incident Management

Policy/
incidents
Synch

Tunnel / Next Hop Proxy

Secure Web
Gateway

SD WAN

|
|
|
1
|
|
|
|
|
1
|
:
Tunnel / Forward Proxy :
1

AXxolud 8slanay [ |auun|
10841pay / Uyiny TAVS

AX01d piemiod / |auun
AX01d pJemiod / |suun

i

ePO

-
-
-
-
-
-

- \
- \

Al 1]

(mm]
FE (SWG Appliances) ?—II:I (SD-WAN/Direct
(SD-WAN/Direct Internet Breakout)
Internet Breakout) (SCP, PAC, Others)
(SCP, PAC, Others)

(SCP, PAC, Others) W (SAML Redirect)

Major Campus Branch Office Remote Users Unmanaged Devices



Unified data protection

MEDIUM RISK WEB & SHADOW APPS
SWG ® M

Block upload of sensitive docs

HIGH RISK WEB & SHADOW APPS
SWG a/M
Block access or isolate sites with poor
reputation or tenant restrictions.

DEVICES & LOCAL NETWORK
ENDPOINT DLP

Prevent copy to cloud personal apps,
USEB, print, screen capture, etc.

CORPORATE DATA CENTER
PRIVATE ACCESS !!

Protect data in private applications and
restrict sharing of sensitive data when
needed. Works with managed or loss.
unmanaged devices.

IAAS
CNAPP

SANCTIONED SAAS
CASB G &P box M it slack

- Enable file sharing between authorized parties

- Prevent collaboration with unapproved 3rd
parties

- Block access, uploads, or downloads from
unauthorized unmanaged devices

EMAIL
CASB E
- Enable emails of sensitive files to

internal recipient

- Can't share with unapproved 3rd
parties

EIES A O Google Cloud
In-tenant scans prevent malware and data

18



Skyhigh / Trellix DLP integrations: Classifications ®

Unified data classification

DLP Data CIaSSificationS Description Rules & Exceptions Responses Review
created in Trellix on-prem : 3 .

ePO can be used in SSE

policies (CASB, SWG, RBI,
ZTNA)

Trelln! | @® Skyhigh Security



Skyhigh / Trellix DLP integrations: Incidents

Unified |nCidentS = Trellix ; T L @ .

Incident

Y Fi

All Web, ZTNA and CASB , S
Incidents can be shown in e e

Trellix on premise / Cloud ePO
ePO

al Information

O
|
m|
m|
|
m|
m|
|
m|
m|
|
m|
m|
|
m|
m|
|
m|
m|
|
m|
1

Trelln! | @® Skyhigh Security



Apply a Trellix email DLP policy to Exchange Online using Skyhigh @

The Trellix DLP administrator creates a
DLP policy with email rules and associated
Skyhigh Security Cloud reactions

. .. . Exchange
The Trellix DLP administrator applies ISkyhigh Online

the Trellix DLP policy to Skyhigh Security Trellix 6PO st [E) /‘ 4
Cloud. DLP Policy s s

“ Email Protection

The Skyhigh Security Cloud administrator
enables DLP policy for Exchange Online
within the Skyhigh Security Cloud Ul.

The DLP Policy is applied to Exchange
Online content in the customers connected
account.

Trelln! | @ Skyhigh Security



Chrome File Edit View History Bookmarks Profiles Tab Window Help Mon 6 Mar 22:01

ePolicy Orchestrator - On-pre x 4

C h N ‘ i 52.40.101.356 ? 3 O

Y PowerPoint Templ MVC McAfee Sign ® CSM CSA Dashbo & e-Carte Bleue - C m Credit Card Gener I Bambu * B&G PredictWind Welcome :; McAfe Skyhighdemo.clou... Skyhighdemo.clou 9 Postman

Tre“lx Dashboards System Tree ePO - SaaS Migration Queries & Reports Policy Catalog Security Resources ‘Q

Data Protection

DLP Incident Manager

Incident History

Top 10 Rule Sets

Number of DLP Data In-use/motion Incidents
10 20 30 40 50

0

v
E
c—
pot
Y
w
2
>

Top 10 Number of Incidents per Week Top 10 Destinations Top 10 Classifications

Destination Number of DLP Data In-use/motion Incidents : ® MyCorp_Confidentia

59
2

Number of DLP Data

14/01/23 28/01/23 11/02/23
Occurred (UTC)

Matching 68 out of 68 events
D Reporting Product Occurred (UTC)

March 2023 15:0°




Install the Client Proxy extension on Trellix ePO on-premise

Tre“ Ix ystem Tree ePO - SaaS Migration Support Center Queries & Reports Policy Catalog

Policy

Policy Catalog

fskyhigh Client Proxy 4.7.0 > SCP Policy > epo-palicy 2

lient Proxy Settings Proxy Servers (*)

Proxy Servers (*) Primary Proxy Server List Alternate Pro:

Client Configuration (*) oy Server List

Bypass List

ePO - SaaS Migration

Trellix

®) connect to the first accessible Proxy Server based on their order in the list Policy

Alternate Redire connect he Proxy Serve

Block List
Proxy Server Address
(IP or Hastname)

€1200508313 wges.

Proxy Server Address
(IP or Hastname)

est response time

Policy Catalog

Proxy Port
Skyhigh Client Proxy 4.7.0 > SCP Policy > epo-policy 2

Support Center Queries & Reports Policy Catalog

Client Proxy Settings Client Configuration (*)

Proxy Servers (*) Customer Identifier
Client Configuration (=

Bypass List

Alternate Redirt

Block List
Apply Policy From Skyhigh SSE

Proxy Port Secure Channel for Cloud Proxies

y Proxy.

s if none of the Primary

Ports until SCP is Ready
uthent wiith

Ports 80 and 442 are always handled as HTTB/HTT!

Specify ts that you would like to r

Example: '8080, 2182'

Traffic Redirection Settings:

Failed

applied succ

o prosxy

en computer is nat connected to carporate netwark and not wiarking thro

rk traffic t

ys redirecting 1 e the

Corporate Network Detection
®) by testing conn
by testing conn
Server Address

(IP or Hostname)

t if SCP is inside the cory

Server Port Actions

olicies from ePO.

TreliX

@ Skyhigh Security




TreliX | @ Skyhigh

Advance Threat Defense Skyhigh
Web / CASB + Trellix IVX



Proven technology to address three distinct use cases

IVX for IVX for IVX for
Products Investigators Collaboration Security
Targeted for Trellix Appliances Targeted for the SOC Targeted for Enterprise Applications

 MVX detection created the sandbox
market. Detection is our founding
competency

Used during i tigati kfl
>60 QUFING INVESTIgative WOrkIows * Organizations focused on digitizing their

Detonate suspicious content extended enterprise value chain

- Flexible deployment options that scale Reverse engineer malware « Integrates with enterprise applications

for scanning throughput with Network Product: Trellix Malware Analysis Mitigate the risk of working with external
Security, Email Security, Endpoint, etc. organizations and vendors

* Clustered architecture instrumented for e Products: Trellix IVX Cloud
200 potential simultaneous executions Trellix File Protect

* Product: Trellix IVX

Trelln! | @ skyhigh Security



3rd Party Integrations: Trellix IVX Qs

| 2024
Skyhigh SWG for On-Prem and SWG for Cloud
L
. 5_Provides Scanning Resuit 4 Passes Obj jects on for scanning
H
L - @ SWG can easily integrate with Trellix
< VX appliances and and IVX cloud
Your o services to protect against Zero-Day
and Advanced Persistent Threats
TreliX (APT)
SWG for Q3, 2023 1V X @ Seamless integration of SWG On-Prem
On-Prem —) Appliance appliances with IVX appliances like
legacy ATD and SWG for Cloud with
IVX Cloud
SWG Q3, 2024 IVX

for Cloud O Cloud

Trelld! | @ Skyhigh Security



Skyhigh Security + Trellix Provide Comprehensive Anti Malware protection @

Files/content submitted for additional malware analysis

Secure Web Gateway Trellix IVX

C X

Verdicts are sent back after analysis

Trellix Intelligent Virtual Execution (IVX)

200 Supported Comprehensive, multi- Verdict
File Types layered detection
- . . — @ CLEAN
ey |
Bea 2 e @ wacons

</>
HTML

MPG
e </>
WP3 . Js

o {.S QUARANTINE

Trellx! | @ Skyhigh Security



Multi-Layered Inspection ®

Reputation, GTI, AV DLP Scanning
\ . Activity Controls
Gateway Anti-Malware Tenant Restriction
(Zero-Day Emulation) Remote Browser Content

Isolation Filtering —

POF

[ Trellix IVX

m Remote Browser

Out-of-band Forensic - Isolation
Sandbox a

Unknown Traffie

Depth of Analysis

TrelhiX ‘ @ Skyhigh Security



. ) . . Q2
Skyhigh SSE - Trellix IVX Cloud Integration 2024

Skyhigh SeCUrity DEHLGETGH Governance Analytics Incidents Policy Reports Custom Apps .

Web Policy

Criteria Operator Value on/Off
Trellix Cloud IVX bazaar.abuse.ch P : N

Private_Access Preset Rules Hide

. CloudI\
HTTPS Scanning

Global Block Skip Cl

Common Rules
Web Filtering
Content Inspection

Application Control .
PP Reuse existing scan report

Media Type Wait for scan results

3 ) . Block if virus found
Browser Isolation

Key
Data Protection (DLP)
apiKey =

Threat Protection

Trelly! | @ Skyhigh Security



Skyhigh SSE - Trellix IVX Cloud Integration

TreliX wvxcLoup Dashboard  Alerts  Submissions  Settings Integrations Resources -  amki-cOf6d520 -(Skyhigh Security) 3 [
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Detection
e Analysis Details
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™ Files File Size 2591081 Bytes
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& Registry docx.
il Donofl FE!
Pourlosder o Bonefl FECS _ o APls signature [ Downioader viord bonoft secs L a waiicious L FEC Expioit 001ML Generic 4 J
(0 =9 20231218 17:53:25
Analysis Mode [ <o
a 5 10 15 20 E
Process Graph
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TreliX | @ Skyhigh

Skyhigh SSE — Trellix Hellix (XDR) integration



Skyhigh Security and Trellix XDR @

Trellix XDR Skyhigh Security
(Extended Detection and Response) ( SSE Cloud )

TrelliyX | @® skyhigh Security



Native API Integration

= TrelixX

Helix = Cloud Connect

INDEX SEARCH v Start hunting for evil...

[ PAST 24 HOURS v

Trelhix

CLOUD CONNECT

History v

(CR 3

Favorites v Syntax Help

BE A

ExtraHop Reveal(x)
Extrahop

o Juniper Mist
MISt Juniper Networks,

Facebook Meta Workplace 4
Meta Vel

Microsoft Corp

Skyhigh SSE

W Talon Logs
Skyhigh ’ Talon Inc
Cloudvisory
v
- Trellix, Inc

Trellix IAM Audit Report

Trellix Inc

@l | actnacc Fuentc Rennrt
= Trellx

Helix = Cloud Connect

TreliX | cLoup connecT

m Malwarehvtes Nehiila

‘ Microsoft Grag
<

Your Integration Instructions

(1)

Provide API details

Step 1: Provide API details

This Helix integration will forward SSE events from Skyhigh Security to Helix

@ Input Required

username.

Passward
Pa:

[ pisplay hidden value

Country Code.

Customer id

Helix Instance: hexbshas2

TreliX

Verify Integration

@ Skyhigh Security



Skyhigh Security Dashboards  Governance  Analytics

Web Dashboard

Total Bytes
2 968 Upload I

% 382

Top Blocked Web Malware Web Usage Trend

Blockec uests e Name for Malware - Last 7 Days Number of Requ

38.1«k

Total Requests

for 171 Sites - Last

Risky Web Isolations

Number of Isolated Sessions by Isolation Type

senavestike.w... | 2
Genericrx.o-x... [ ?
Artemis!Trojan
havesLike.W.
ehavesLike. W

BehavesLike.W

BehavesLike. W

1
1
1
BehavesLike 1
1
1
1

BehavesLike. W.

Incidents Policy Reports ustom Apps

Malwares

14

Top Web Appllcatlon Categorles

Number of Req ts by Category for 171 Sites - Last 7

ngh Risk Web Usage NA

Number of Reque:

36

b

Top Web Chent IP Addresses with Malware Detected

ame and Ip &

esuike ... |
ReoK... [
Artemis!Trojan

Like W

BehavesLike.W.




Skyhigh Security Value

Secure Web Gateway + Cloud Access Security Broker + Zero Trust Network Access

Secure access to
the web, cloud
services, and
private applications

, Protect from
|dentify and protect

data in use, in
motion, and at rest
to achieve
compliance

Extend protection
and data visibility

malware
and identify
compromised
accounts and
insider threats

into enterprise
sanctioned
applications

Enable a hybrid
workforce

Apply Zero Trust
principles




Next Steps

Executive Briefing

Vision
Roadmap

Exec Peering

Cloud Security
Assessment

Current Posture

Recommendations

Security Workshop

Digital Workplace

Cloud Architecture
Data Protection
Hands-on Labs
DLP/SSE/Hybrid




Skyhigh SSE Hands-On Workshop

Join Skyhigh Security for our interactive SSE Hands-On Workshops - Join us for our next SSE Hands-On WOI’kShOp to try

created specifically for technology specialists and customers with existing .
experience in our Web Gateway solution to get to know our cloud-based out Sthlgh SSE yourself
SSE solution through a unique experience.

, , , o Register here:
In this three-hour workshop, you will learn the following technologies in
your own provisioned account under the guidance of Skyhigh System https://www.skyhighsecurity.com/sse-virtual-workshop
Engineers, and will be able to try out the following solutions and
capabilities:

Secure Web Gateway (SWG)

Configure web policies from the cloud.

Cloud Application Control (CASB)

Control access to and activities in cloud services from a comprehensive
cloud registry.

:
|
-

Remote Browser Isolation (RBI)

Allow access to unknown or potentially dangerous websites without
exposing your client to malicious code.

Data Loss Prevention (DLP)
Prevent improper storage and/or transmission of sensitive information.

Private Access (ZTNA)
Allow secure access to internal corporate resources without the need for 38
a VPN client.



https://www.skyhighsecurity.com/sse-virtual-workshop

Thank Youl

Trell! | @ skyhigh Security



	Slide 1: Collaborate with Ease  Across All Applications Without Sacrificing Security
	Slide 2: Agenda
	Slide 3
	Slide 4: Skyhigh Security Mission
	Slide 5
	Slide 6
	Slide 7: 100+ Points of Presence Globally
	Slide 8: Our Differentiation
	Slide 9: Security and Performance at Scale
	Slide 10: Validated By Analysts Skyhigh Security Named “Visionary” - 2 Years in a Row
	Slide 11
	Slide 12: Recognized by Industry
	Slide 13: Skyhigh Security - AI Focus 
	Slide 14: Skyhigh/Trellix ePO Integrations / DLP
	Slide 15: Data isn’t just on endpoints anymore
	Slide 16: Point solutions create security gaps 
	Slide 17
	Slide 18: Unified data protection
	Slide 19: Skyhigh / Trellix DLP integrations: Classifications
	Slide 20
	Slide 21: Apply a Trellix email DLP policy to Exchange Online using Skyhigh
	Slide 22
	Slide 23: Install the Client Proxy extension on Trellix ePO on-premise
	Slide 24: Advance Threat Defense Skyhigh Web / CASB  + Trellix IVX
	Slide 25: Proven technology to address three distinct use cases
	Slide 26: 3rd Party Integrations: Trellix IVX
	Slide 27: Skyhigh Security + Trellix Provide Comprehensive Anti Malware protection
	Slide 28: Multi-Layered Inspection
	Slide 29: Skyhigh SSE - Trellix IVX Cloud Integration
	Slide 30: Skyhigh SSE - Trellix IVX Cloud Integration
	Slide 31: IVX Demo slide
	Slide 32: Skyhigh SSE – Trellix Hellix  (XDR) integration
	Slide 33
	Slide 34
	Slide 35
	Slide 36: Skyhigh Security Value
	Slide 37: Next Steps
	Slide 38: Skyhigh SSE Hands-On Workshop
	Slide 39: Thank You!

