
Boubker El Mouttahid

Collaborate with Ease 
Across All Applications
Without Sacrificing Security

June 2024

Global Technical Director, 
Skyhigh Security

Filippo Sitzia
EMEA Solution Architect,
Trellix

Andreas Zengel
Director Sales Engineering, 
Skyhigh Security



Agenda

Skyhigh Security Vision and Platform overview

Skyhigh & Trellix ePO Integrations / DLP

Advanced Threat Defense with Skyhigh Web  & Trellix IVX

Skyhigh SSE & Trellix Hellix (XDR) Integration

Conclusion / Q&A



Skyhigh Security Journey

Two separate entities, 
creation of Skyhigh 
Security and Trellix

2022

Symphony Technology Group (STG)

STG acquired 
McAfee Enterprise 
and FireEye

Symphony Technology Group (STG)

2021
Next Evolution of 
Skyhigh Security2024

Pedigree of 20+ years
3000+ customers
Market Leading Technology



Our Mission
We protect all of an organization’s data, regardless of 
where it resides, against both internal and external 
threats.

We go beyond data access and focus on data use, 
allowing organizations to securely connect and collaborate 
from any device and from anywhere.

Skyhigh Security Mission



By 2026 – 

85% of organizations seeking to secure their Web, SaaS and 
Private Applications will obtain the security capabilities 
from a security service edge (SSE) offering.

45% of organizations will prioritize advanced data security 
features for inspection and protection of data at rest and in 
motion as a selection criterion for SSE.

—2024 Gartner® Magic QuadrantTM for Security Service Edge



Skyhigh
Cloud Platform

SWG CASB ZTNA

Skyhigh 
Secure Web Gateway

Skyhigh 
Cloud Access Security Broker 

Skyhigh 
Private Access (ZTNA) 

DATA PROTECTION

Skyhigh Security Service Edge (SSE) Portfolio

Advanced Data Loss Prevention · Intuitive Dashboard · Remote Browser Isolation   
Unified Policy Management · Unified Threat Prevention · Unified Incident Management
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100+ Points of Presence Globally



Our Differentiation

Unified Data Protection & Most Advanced DLP Techniques

Flexible Deployment SWG (On-prem, Hybrid, Cloud)

Best-in-Class Malware Protection 

Industry’s Largest CASB API coverage

Single Converged Platform

Wide ecosystem of Enterprise Integrations



8.6B+
Shadow Events
Monitored Every Day

230M+
Files Scanned Every Day

Security and Performance at Scale

100+
Cloud-Native Security
Points of Presence 
Worldwide

2B+
Sanctioned Events 
Monitored Every Day



#1 in “Protect Data” Use Case

#1 in 4 out of 10 Critical Capabilities

● Visibility and Control of activities
● Data Security
● SSPM
● Enterprise Integration

Validated By Analysts
Skyhigh Security Named “Visionary” - 2 Years in a Row

2024 Gartner® Critical 
Capabilities for Security 
Service Edge

2024 Gartner® Magic 
QuadrantTM for Security 
Service Edge



Considering all the results
of the products tested by 
AV-TEST, Skyhigh is among 
the top performers in that 
product category and 
offers strong protection 
against the used test cases. 

AV-TEST: Evaluation of Skyhigh SSE, November 2023

Skyhigh Beats the Average in All Test Categories

Validated by Industry Experts

https://skyhighsecurity.com/wp-content/themes/skyhigh-security/public/docs/tests/AV-TEST_Skyhigh_Evaluation_August_2023.pdf


Recognized by Industry

2024 CRN Hottest 
Cloud 100 List

2024 BIG Innovation 
Award

2024 CRN Coolest 
Cloud 100 List

2024 Constellation 
ShortList  for SSE Q1

2024 Cloud Security 
Awards

2024 Globee® Awards 
for Cybersecurity

https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.linkedin.com/company/business-intelligence-group-big-awards-/
https://www.linkedin.com/company/business-intelligence-group-big-awards-/
https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.crn.com/news/security/2024/the-20-coolest-cloud-security-companies-of-the-2024-cloud-100
https://www.constellationr.com/research/constellation-shortlist-security-service-edge-sse
https://www.constellationr.com/research/constellation-shortlist-security-service-edge-sse
https://www.cloud-awards.com/2024-cloud-security-awards-shortlist
https://www.cloud-awards.com/2024-cloud-security-awards-shortlist
https://globeeawards.com/cyber-security/winners/
https://globeeawards.com/cyber-security/winners/


Skyhigh Security - AI Focus 

VISIBILITY
Shadow IT

PROTECTION
DLP and Content

OPTIMIZATION
Ease of use and 

Detection 



Skyhigh/Trellix ePO Integrations / DLP

Boubker El Mouttahid 
Global Technical Director, Skyhigh 
Security



Shadow Apps

Data isn’t just on endpoints anymore

Sanctioned Apps IaaS / PaaS / Containers Private Apps
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CLOUD SECURITY

Data Security 

Private 
Apps 

Point solutions create security gaps 

Endpoint CloudNetwork

WEB PROTECTION

Web Data Center

insights beyond the cloud 

visibility / control of data in the cloud & private apps 

shared risk database
protect mobile workforce

ON-PREMISE
DATA LOSS PREVENTION 
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Major Campus Branch Office Remote Users Unmanaged Devices

API / SMTP Relay

Secure Web 
Gateway

Tunnel / Next Hop Proxy
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SD WAN

Unified Classification, Policies, Incident Management 

Skyhigh Cloud Platform

SWG CASB ZTNA CNAPP

Intuitive Dashboard  ·  Advanced Data Loss Prevention  · Threat protection  · RBI

(SWG Appliances) 
(SD-WAN/Direct 

Internet Breakout)
(SCP, PAC, Others)

(SD-WAN/Direct 
Internet Breakout)

(SCP, PAC, Others)
(SCP, PAC, Others) (SAML Redirect)

Policy Synch
Policy/
incidents 
Synch

ePO

DLPe DLPe DLPe

T
unnel / Forw

ard
 P

roxy 

Tunnel / Forward Proxy

Our unified DLP architecture
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Unified data protection
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Skyhigh / Trellix DLP integrations: Classifications

• Unified data classification

• DLP Data classifications 
created in Trellix on-prem 
ePO can be used in SSE 
policies (CASB ,  SWG, RBI, 
ZTNA)



• Unified Incidents

All Web, ZTNA and CASB 
Incidents can be shown in 
Trellix on premise / Cloud ePO 
ePO

Skyhigh / Trellix DLP integrations: Incidents



Apply a Trellix email DLP policy to Exchange Online using Skyhigh

• The Trellix DLP administrator creates a 
DLP policy with email rules and associated 
Skyhigh Security Cloud reactions

• The Trellix DLP administrator applies 
the Trellix DLP policy to Skyhigh Security 
Cloud.

• The Skyhigh Security Cloud administrator 
enables DLP policy for Exchange Online 
within the Skyhigh Security Cloud UI.

• The DLP Policy is applied to Exchange 
Online content in the customers connected 
account.

Skyhigh 
SSE
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Install the Client Proxy extension on Trellix ePO on-premise



Advance Threat Defense Skyhigh 
Web / CASB  + Trellix IVX



Targeted for Trellix Appliances

• MVX detection created the sandbox 
market. Detection is our founding 
competency

• Flexible deployment options that scale 
for scanning throughput with Network 
Security, Email Security, Endpoint, etc.

• Clustered architecture instrumented for 
200 potential simultaneous executions 

• Product: Trellix IVX

IVX for 
Investigators

Targeted for the SOC

• Used during investigative workflows

• Detonate suspicious content

• Reverse engineer malware

• Product: Trellix Malware Analysis 

Proven technology to address three distinct use cases

IVX for 
Collaboration Security 

IVX for
Products

Targeted for Enterprise Applications

• Organizations focused on digitizing their 
extended enterprise value chain

• Integrates with enterprise applications

• Mitigate the risk of working with external 
organizations and vendors

• Products: Trellix IVX Cloud
                  Trellix File Protect



3rd Party Integrations: Trellix IVX
Skyhigh SWG for On-Prem and SWG for Cloud

Adds support for new Trellix IVX 
Appliances and IVX Cloud

SWG for 
On-Prem

IVX
Appliance

SWG
for Cloud 

IVX
Cloud

Q3, 2023

Q3, 2024

SWG can easily integrate with Trellix 
IVX appliances and and IVX cloud 
services to protect against Zero-Day 
and Advanced Persistent Threats 
(APT)

Seamless integration of SWG On-Prem 
appliances with IVX appliances like 
legacy ATD and SWG for Cloud with 
IVX Cloud



Skyhigh Security + Trellix Provide Comprehensive Anti Malware protection

Files/content submitted for additional malware analysis 

Verdicts are sent back after analysis

Secure Web Gateway Trellix IVX

Trellix Intelligent Virtual Execution (IVX)

Threat detection sandbox that pinpoints known and unknown malware



Permitted TrafficFull Isolation

Safe

Risky

Gateway Anti-Malware 
(Zero-Day Emulation) 

Out-of-band Forensic 
Sandbox

Remote Browser 
Isolation

Remote Browser 
Isolation

Multi-Layered Inspection

Reputation, GTI, AV

Content 
Filtering

DLP Scanning
Activity Controls
Tenant Restriction

Trellix IVX

Depth of Analysis



Skyhigh SSE - Trellix IVX Cloud Integration



Skyhigh SSE - Trellix IVX Cloud Integration



IVX Demo slide
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Skyhigh SSE – Trellix Hellix  (XDR) integration



Skyhigh Security and Trellix XDR

Skyhigh Security
( SSE Cloud )

Hybrid Web proxy incidents

Private Access  logs

RBI logs

FWaaS logs

Trellix XDR
(Extended Detection and Response)

Cross-layer detection and response

Integrated prevention

Intelligent automation

Increased incident response by 55%



Native API Integration





Skyhigh Security Value

Secure Web Gateway + Cloud Access Security Broker + Zero Trust Network Access

Secure access to 

the web, cloud 

services, and 

private applications

Identify and protect 

data in use, in 

motion, and at rest 

to achieve 

compliance

Protect from 

malware 

and identify 

compromised 

accounts and 

insider threats

Apply Zero Trust 

principles
Enable a hybrid 

workforce

Extend protection 

and data visibility 

into enterprise 

sanctioned 

applications



Next Steps

Digital Workplace

Cloud Architecture

Data Protection

Hands-on Labs

DLP/SSE/Hybrid

Security Workshop

Vision

Roadmap

Exec Peering

Executive Briefing

Current Posture

Recommendations

Cloud Security 
Assessment



Skyhigh SSE Hands-On Workshop
Join us for our next SSE Hands-On Workshop to try 
out Skyhigh SSE yourself

Register here:  

https://www.skyhighsecurity.com/sse-virtual-workshop
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Thank You!
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