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Current capabilities for EDR and Forensics

Optimize all your Endpoints Protection
• Manage at Enterprise Scale, on-prem & cloud
• Desktop, Servers & Fixed functions devices
• Proactively Protect against sophisticated threats

Simplify & Improve Triage, Investigation & Response
• High Fidelity Endpoint Alerts and Telemetry
• AI Guided Investigations

Minimize Impact
• Real-Time Blocking and Containment at Scale
• Endpoint Forensic & Root Cause Analysis

An Endpoint Security Powerhouse
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Proactive protection against sophisticated 
threats, like Ransomware

Post-execution

Allow/Block-listing (Hash + Cert)

Signature Detection

Global Threat Intelligence

TIE (Hash + Cert) > ATD

Static Machine LearningPre-execution
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Before - the attack



EDR – Detect hidden threats
Immediate Actions
• Quarantine
• Kill Process
• Delete File

EDR
• Highly Aggregated and Prioritized 

Threats
• Combining EDR Detection and ENS 

Threats
• MITRE Mapping

During 
the attack



EDR – Optimize Alert Triage with AI-guided 
Investigations 

During 
the attack

1. 
2,000 artifacts analyzed, 
narrowed down to 252 key 
and 8 findings

2. 
Trellix automatically 
provides answers to the 
SOC analysts

3. 
Graphical view of step 2 results to 
guide the analyst to get further 
details



Forensics - Data Acquisitions
After the Attack

Automatic Triage 
based on IOC 
detections



Forensics - Alert Timeline and Triage Viewer

Show timeline of alerts
• Simplifies investigation
• Filters results based on 

selection 
Red Dot shows indicator 
trigger
• Full triage download for 

deeper analysis

After the Attack



Forensics - Data Acquisitions
After the Attack



Forensics - Host Remediation – Remote Shell
After the Attack

Remote Console
• Audited
• Kill processes
• Remove Files
• Scriptable



XConsole - access to cloud services

Switch between the different workspaces



EDR with Forensics



 Safe Harbor
 Statement
 Legal

 This slide deck may include roadmap 
information, projections or other information 
that might be considered forward-looking. 
While these forward-looking statements 
represent our current judgment on what the 
future holds, they are subject to risks and 
uncertainties that could cause actual results 
to differ.



This slide deck may include roadmap information, projections or other 
information that might be considered forward-looking. While these 
forward-looking statements represent our current judgment on what the 
future holds, they are subject to risks and uncertainties that could cause actual 
results to differ. 

Safe Harbor Statement 
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Trellix 
Endpoint 
Security
Areas of Investment

Enhanced EDR management, 
detections, investigations and 
response experience for SOC analysts

Centralized deployment and 
ease of management4

Broadest device, platform & 
chipset coverage5

Modularity and Extensibility of EDR 
for MDR and MSSPs3

Accelerated SOC efficiency using 
AI/ML/genAI2

Expand EDR with Forensic capabilities 
for deeper investigations & response1



Trellix Endpoint Security Strategy
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Trellix EDR with Forensics - cloud options

•Health
•Status
•Alerts

EDR Cloud

•Traces
•IOC
•Search Results
•Task Results

Trellix Agent

Trellix EDR with Forensics

•Deployment
•Content
•Policy
•Configuration

•Searches
•Tasks

XConsole

New shared sensor stack

ePO TIE

•Alerts
•Triages
•Search Results
•Task Results

Forensics

•Searches
•Tasks

ENS

• All Cloud - Single sign-on using XConsole
• Consolidated workspace access HX, EDR, ePO 
• All EDR features and Forensics
• SKU - TRXE 



Trellix EDR with Forensics - Hybrid

ePO

•Health
•Status
•Alerts

EDR Cloud

•Traces
•Search Results
•Task Results

Trellix Agent

Trellix EDR with Forensics

•Deployment
•Content
•Policy
•Configuration

•Searches
•Tasks

XConsole

New shared sensor stack

TIE

ePO TIE

HX

•Alerts
•Triages
•Search Results
•Task Results

Forensics

•Searches
•Tasks

ENS

DXL
On-prem / IaaS

• Hybrid options for on-prem or IaaS
• Consolidated workspace access EDR and the 

other cloud hosted services (ePO,HX,XDR,IVX)
• HX , ePO and TIE can be onprem, SaaS or IaaS
• All EDR features and Forensics are available
• EDR Cloud features are only available as SaaS



Policies managed by ePO



Properties in ePO



Demo of 
Trellix EDR 
with 
Forensics



Trellix EDR with Forensics - cloud options

•Health
•Status
•Alerts

EDR Cloud

•Traces
•IOC
•Search Results
•Task Results

Trellix Agent

Trellix EDR with Forensics

•Deployment
•Content
•Policy
•Configuration

•Searches
•Tasks

XConsole

New shared sensor stack

ePO TIE

•Alerts
•Triages
•Search Results
•Task Results

Forensics

•Searches
•Tasks

ENS

• All Cloud - Single sign-on using XConsole
• Consolidated workspace access HX, EDR, ePO 
• All EDR features and Forensics
• SKU - TRXE 



Trellix Wize
Generative AI



EDR  



Generative AI accelerators for MES

Alert Correlation

Remediation
Steps

Threat
Hunting

Threat
Prediction

Data
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Summarizing 
Threat Intel

Explaining 
Complex Threats

Security Posture 
Management

Revealing Hidden 
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(+Deobfuscation)

Complex 
Query 

Assistance 
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Rapid & 
Automated 

Remediations

Automated
Actions

Remediation 
Guidance

ReactiveProactive

circle size indicates frequency of ask 



27

 Trellix Wise 
for EDR
 Use Cases

• Natural language query for historical and 
real-time search

• Multilingual threat hunting

• Accelerated investigations 

•  Dossier Mode provides executive summaries 
of an incident

• Interactive Mode enables analysts 
to uncover new security insights

• Knowledge Graph visually shows the 
attack path



Multilingual Threat Hunting

28



Accelerated Investigations Using Trellix Wise

29



Analyze 
Detection
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 Interactive Mode

Interactive Mode enables the 
discovery of new insights and their 
MITRE mappings through guided 
threat hunting by helping analysts 
answer questions:

• When did the incident happen?

• What do I do with this 
information?

• What actions can I take?

• Where can I get more 
information?

1

2



1

3

2

4



Investigative Context
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Detection Accuracy for Confidence
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Knowledge Graph
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1

2

3

4

Which user?

What file of application?

Where?

How?



Guided Response Actions
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Evidence Preservation

Host Isolation

Data Exposure 
Assessment

1

2

3



Device Risk Assessment

36

Comprehensive Device 
Details

Attack Surface Details

Enterprise Risk Value

1

2

3



Analyze 
Detection
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 Dossier Mode

Dossier Mode provides executive 
summaries of an incident that 
details what happened, where it 
happened, when it happened, 
and how to investigate and 
remediate quickly.
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Demo 

39

 Trellix Wise in EDR 1

2



 Trellix EDR 
with Forensics
 Strong EDR and Forensics

 Covering cloud, on-prem and hybrid



Questions





Recap of Trellix Endpoint Protection Stack
High-level overview of what it does and why it would matter 

Component 
Name

What it does: Why needed? Stakeholder

Trellix ePO Central management of endpoint protection 
policies and reporting

Scalable, On-premises, SaaS, Workplace 
and Sec Ops Team

Trellix ENS NGAV, Anti-Malware and Threat Protection 
using Intelligence, Signatures, Exploit 
Prevention, Firewall and Behavioural Rules.

Compliance, Award-winning protection, highly 
configurable, customized rules, alternative to 
Defender; supplement HX 
or other EDR

Workplace
and Sec Ops Team

Trellix Insights Taking proactive approach to prevent attacks 
before attacks happen. Ability to enhance 
security posture.

Understands trending threats across countries 
/ industries. 

Sec Ops Team

Trellix TIE Add local file reputations from threat 
intelligence and sandbox.

Reduce MTTR, add own indicators of 
compromise for better protection

Sec Ops Team

Trellix EDR AI-guided investigation. Allows tier 1 incident 
responders to do more. Threat hunting.

Detect threats that bypass prevention tools; 
investigate incidents; hunt for new threats

Sec Ops Team

Trellix Forensics 
(HX)

Proactive threat detection, investigation, 
forensics and hunting

Investigate incidents, root cause analysis; 
forensic investigations; replace Sysmon or 3rd 
Party forensics

Sec Ops Team
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