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Why Choose
Bottomline for Risk
Solutions?

A simplified, unified view and
management of risk across
channels and applications.

Monitor applications in ways more advanced
than you ever thought was possible.

@ Customer-delight attitude

@ Decades of experience in risk
@ Innovative technology and patents

@ Trusted innovation partner
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MARKET LEADERSHIP

500+ 37 500k

Enterprise grade countries across Employees
customers 6 continents monitored

BOTTOMLINE CORPORATE HIGHLIGHTS

90% 2,400+ Billions

of the top U.S. banks use Employees worldwide of transaction

Bottomline solutions s worldwide
completed each year

(o)
$1T+ 15%
Transactions of Global SWIFT
face value FIN traffic
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What We Monitor DEXsEaRcH v | class=bottom
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® APPLICATIONS

Banking cores <sack | Bottomline

Payment portals
CRM

Payables solutions
2023 17:54 UTC

Human Resources

Pivot Query

@ PROTOCOLS AND
TECHNOLOGIES

IBM Mainframe: 3270
IBM System i: 5250
Web: HTTP/ HTTPS
WS/ REST API

Custom Parsers
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User

What resources users are using by volume
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10.9% bnkactb1
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n Timestamp

Top User Activity
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User activity by volume
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Sensitive Resource Access
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User access to sensitive resources
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Technology Overview
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PATENTED TECHNOLOGY
Non-invasive network No impact Highly scalable

traffic sniffing

@

Very short installation
process, with no risk to
normal IT operations

on performance

)

Recordings stored in
extremely condensed format

architecture

v

Recorded data is
encrypted and digitally
signed
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Bottomline’s Record & Replay

Patented technology offering next level visibility helping
reduce investigation time and effectively identify suspicious
behavior

Key Benefits

» Non-invasive recording focused on
your most critical applications

Capture user activity in real-time at a
detail level — not just when a data
extraction event occurs!

Ebanking Demo Dashboard ~ Customer ~  BankingAccount~  Bank Branch~

Customer can not be save.

Customer List v EVENT DETAILS

Name / Username
Event 34

Search Customer 4 Ei'ne" TimeOccured  11/20/2015 16:41:35.003
i -34-; v REQUEST DETAILS H
— s it Understand context of user actions
Method GET . . .
: e e " by tracking every interaction from
Bank Branch List annec
HEADER
i mainframe to web
cdonahue Value
300932 Ramos Albert 801-63-0587 http://cfrmdemo:8090/EbankingDemo/admi

n/customer/new
aramos
en

JSESSIONID=1D7130ASFCS9A13AF471E1095
AE1005C

Visual audit trail increases
investigation efficiency by up to 90%

cfrmdemo:8090

connection keep-alive

> RESPONSE DETAILS

Detailed data capture allows for more
refined analytics
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Meet Trellix

Living Security.

Our core values are open, tenacious,
curious, and fun!

We combined the strengths of
McAfee Enterprise and FireEye to do
security differently.

Trellin



< O o} s://helix-integrations.cloud.aws.apps.fireeye.com/ : I rel I IX E

TreliX | cLoup connecT

Bottomline is a certified SIA
Partner

Endpoint Security

" Carbon Black Cisco Meraki Webhook

\ Crowdstrike Falcon Endpoint Privilege Manager

a Trend Micro Apex central

Forwarding

Record and Replay
Integration with Trellix:

A simple S3 real-time log file
connection via Cloud
Connect

>

Splunk Cloud Alert Forwarding

Fraud Detection

Bottomline innerActiv
rd
A
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TrelliX CLOUD CONNECT

Cloud Connect

Add and manage cloud connections for Helix. ® O Last Update: 2023-02-24T11:45:16-08:00 ) (® Add Cloud Connection

Name Vendor Identifier Sensor ID Helix ID Status Created @ Last Event® Last Poll @
All b Bottomline, Inc. v Search 1 records... Search 1 records... Search 1 records... All ¥
(C] Bottomline Bottomline, Inc. trellixbottomline 1677200969137 hexzsq689 19 hours ago Never Listening...

INTEGRATION DETAILS Q Audit Events ‘ ’ Q view Logs ’ ’ [l pisable Connection

region bucket

us-west-2 trellixbottomline
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User events
parsed by Helix

Dashboards v FireEye - Demo 3 (... v

TreliX | Heux

INDEX SEARCH ¥ = username=bartm B

Investigate v Explore v Configure v Manage v

B PAST24 HOURSwv CB:ALL v Save as v History v Favorites v Syntax Help
i class: bottomli
Filters Groupby
Layout List m L {"bottomline.mainframe.activity.type”:"Access","bottomline.mainframe.activity.timestamp™:"2023-02-24T16:45:00.056Z", "bottomline.mainframe.activity.resource.cod
is b

e":"BNKLSTM", "bottomline.mainframe.activity.resource.name":"Current Account Subsystem - List Menu","bottomline.mainframe.activity.resource.duration":142100000

0, "bottomline.mainframe.activity.message™:"bartm accessed the following resource: BNKLSTM","bottomline.mainframe.activity.customer.id":"","bottomline.mainfram

e 10 ‘V e.activity.account.id":"","bottomline.mainframe.activity.reference”:"","bottomline.mainframe.activity.money.amount™:0, "bottomline.mainframe.activity.money.dest
LMBUURNTERaW z‘ ination":"","bottomline.mainframe.activity.money.source”:"","bottomline.mainframe.activity.money.transaction_type":"","bottomline.mainframe.activity.money.refe
Geo rence”:"","bottomline.mainframe.activity.money.destination.currency”:"","bottomline.mainframe.activity.money.source.currency" "bottomline.mainframe.activit
Meta y-network.client.ip”:"192.168.1.178", "bottomline.mainframe.activity.network.destination.ip™:"192.168.1.37","bottomline.mainframe.activity.usr.id":"bartm", "bott

omline.mainframe.activity.usr.action":"[enter]”,"bottomline.mainframe.activity.usr.duration"”:1365000000, "bottomline.mainframe.activity.session.id":"F9149FCC-CC
Sort Newest v AE-46E3-AF02-6C07AD51C956" , "bottomline.mainframe.activity.session.step™:"7","bottomline.mainframe.activity.session.type™:"3270","bottomline.mainframe.activity.
Show All v session.source” : "UNKNOWN", "bottomline.mainframe.activity.session.timezone": "NULL","bottomline.mainframe.activity.session.replay”:"http://35.87.210.81:30023/rep
Vi e lay/cfrm_replay/replay.jsp?gxsessionid=F9149FCC-CCAE-46E3-AF02-6C07AD51C956&gxstep=7"}

‘ Clear Selecti ‘ action: [enter] .  category: access .. dstipv4: 192.168.1.37 ..  dstusagetype:rsv . duration: 1365000000 .  event _epoch: {"day":24,"epochtime_field":"eve...
ear Selection

eventtime: 2023-02-24716:45:00.056Z . eventtype: bnkistm .  metaclass: network.app.mainframe.financial .~  msg: bartm accessed the following re... «

l Add to Case ‘

object: current account subsystem - list .. . process: 7 . requestduration: 1421000000 ..  sessionid: f9149fcc-ccae-46e3-af02-6c07ad... . source: unknown .  srcipv4: 192.168.1.178

DOWNLOAD (esv srcusagetype:TsV .  statuscode: 3270 « timezone: null «  url: htip://35.87.210.81:30023/repla... . username: bartm .

Lo Lo

‘ ©2023-02-24 16:46:09 UTC ~  rawmsghostname: helix-aws_s3-trellixsandbox . class: bottomline X

‘ © Back to Top




V4
URL launches TrelhX
Replay

= Font Size

Record changed successfully
NK ; Current Account Subsystem 08/15/04
Transaction Maintenance - -

Maximize details view

D

TreliX | HELX

Session Details || Step Details

General

Sequence 13 300569
INDEX SEARCH v username=bartm s = . Na Expon,Mike N 884-67-7872
Name Unidentified ¥ &S e 1 899834 NJ USA
- / 13-44.3 econd st,Barnsley, ,NJ,
£3 PAST24HOURSv CB:ALL v LRy | mestamp 15/08/2004 12:13:44.345 L z i 5 +  Syntax Help
Usei Action [pf3] 51?0575 003 pen: 01/01/2004
User Action Timestamp 15/08/2004 12:13:45.659 g £
0000000012

Filters Groupby [C]
urce.cod

Layout e 2= Transaction ~ ' 2100000

page size amount et : e : B
Highlight Raw ney:refe
Geo I . : activit
i ] Many other Vpe (2) : : 7 B

. = - 49FCC-CC
Sort Newest v sSession Bank (?): B 2): ; t ID: ctivity.
Show All v details such Direct Command: 9023/rep
View Raw+Parsed v as username’ B er-PF1-——PF2———PF3——— .

|P, etc. 6.8.0- 00-5 ( 2022-07-20 13:26)

| Clear Selection ‘ avallable
| Add to Case ‘

object: current account subsystem - list... . process:7 . requestduration: 1421000000 .,  sessionid: f9149fcc-ccae-46e3-af02-6c07ad... .. source:unknown .  srcipv4: 192.168.1.178

DOWNLOAD  (&sv srcusagetype:TsV . statuscode: 3270 « timezone: null = url: http://35.87.210.81:30023/repla... . username: bartm .

l © 2023-02-24 16:46:09 UTC v

: helix-aws_s3-trelli dbox . class: bottomline . x
© Back to Top
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User events used in Helix for:
Rules | Reports / Search | Dashboards

TrelliX | HELX Dashboards v Investigate v Explore v Configure v Manage v  FireEye-Demo3(.. v fp Q

> @
INDEX SEARCH v class=bottomline B

£ PASTHOURV CB:ALL v Save as v History v Favorites v Syntax Help

S| G s I

User Resource Usage | Feb23202317:00-Feb24 § Top User Activity | Feb 232023 17:00 - Feb 24 2023 3 Sensitive Resource Access | Feb 232023 18:00- 3 User Resource Parking | Feb23202317:00-Feb 3
2023 17:54 UTC 17:52 UTC Feb 24 2023 18:00 UTC 242023 17:54 UTC
What resources users are using by volume User activity by volume User access to sensitive resources What resources are users parking on for long periods of
time
Elvax Queny Pivot Query Pivot Query
® 19.1% bnkactf " [ 378 eventtype username Count A Limited (20)
® 19.0% bnkcstf bartm bnktrnf Sarin 36 eventtype duration
® 13.6% bnkcurm bkt dalek 28 bnkcstb1 14185068000000
]
,’ = ® 10.9% bnkactb1 bnktrnf elainej 18 bnkestb? 14185068000000
bnkcstf 3179476000000
/ ® 8.2% bank ‘l 48 bnktrnf pamw 17 b
nkc: 3179476000000
1 9 k @ 8.0% bnkistm Average bnktrnf jerrym 16
' 2 ® 7.9% bnktrnf bnktrnf davidk 12 bank 2027984000000
o ® 4.7% logi bnktrnf michael 12 bank 2027984000000
.7% login
\ bnktrnf johnk 8 bnkistm 1811989000000
® 4.5% bnkcstb1 -
\ > 4 B 2 Bkt ilya A bnkistm 1811989000000 1 X
® 2.7% bnkcstb elainj bRktnr barbaral > bnkcurm 1229482000000
@ 1.1% bnktrnb bnkcurm 1229482000000

|0
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Holistic protection tells the complete story

Phishing > 2FA reset > Service account creation > Endpoint compromises > Data theft > Mainframe

TreliX TreliX TrelliX TreliX
Email MFA Directory Endpoint DLP Network Mainframe
6AM T
'S/ N
Ay A TN, o— NN
T
oS5 USernarne
8AM 1 Action
IP Address

Event i —00—
Streams QI Agent t T—ee °®
IP Address
10 AM + \i: Y \

12PM T

12



Connect the event stream

TrellixX

Helix = Threats

TrelhiX
« THrReaTUST 1D 111642 @ Correlations Details

® D 365

Assignee: Unassigned v
3 intel =

’Status: Open v Export v
Command and Control(+6) Bottomline tactic(s) using Bypass User Account Control(+14) and mainframe technique(s) with
local.infection(+8) malware(s) detected, but not blocked
i= Events 96

A\ Related Alerts 11

2, Related Assets 1

=@ Open Unassigned

Total Timeframe: 10h 25m 34s |

Expand All Nodes ,” ‘ ‘ Collapse All Nodes »“

@
@

@

OINT HX [rename.

o=

TRELLIX NETWORK NX [infect

@

TRELLIX ENDPOINT HX [fe_tro.

@
A2
TRELLX ENDPOINT HX MaMaty ey x Enppomers

© 2024 Musarubra US LLC 2024.2.0-0+509934a




Highlighted Use Cases

» Connect: User, Identity, Device, Transaction/Activity
 User Entity Behavior Analytics
* Ransomware

B Bottomline. | Risk Solutions Trelll)(

TrelliX B
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Connect: User, |ldentity, Device, Transaction/Activity

Monitor Application
Transactions & Activity

Go beyond the endpoint —
track user activity in sensitive
applications regardless of
application deployment and
user login location

Quickly expose which users
generated transactions or
accessed sensitive customer
/ proprietary information

Rich Data for Advanced
Analytics Capabilities

Field values from monitored
applications are parsed and
mapped

Enables key data points to be
utilized for analytic and
investigation purposes

User: js123 -> Emp: John S.
IP: 192.168. -> Geo: Jaco, CA

Resource: CCHA -> Tran: Address
Changed to - 321 NE 15! Street

Solve Security, Audit, and
Compliance Needs

Security Against Threats

v External: Compromised
credentials or device,
Ransomware, Data theft

v Internal: Fraud,
misconduct, VIP

Audit / Compliance

v What employee accessed
which data

B




User Entity Behavior Analytics

TrelliX B

Analytics Examples

sData Theft: compromised device/credentials to exfiltrate customer data
*Misuse of Position: opening accounts for money mules/deposit fraud schemes

eIncentive Fraud: opening accounts or falsifying applications to meet quotas/incentives
*Embezzlement from Customers: via, cards, ACH, wire, transfer

*VIP and Vulnerable account access: Executive, celebrity, elderly account access

*Employee Self-Service: servicing one's own account or the accounts of family and
friends

Genuine User Behavior Analysis & Al/ML

«Compare user behavior to historical actions to search for differing suspicious activity
*Rich data to drive Artificial Intelligence and Machine Learning
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Risks and the Challenges to Prevent Ransomware
with Mainframe

70% of enterprise data resides on mainframe

E Mainframe is a massive exposure 71% of fortune 500 companies have the core business

located on the mainframe

. . . . % izati
Limited Audit Trail Less than 40% of organization have a full record of

access to their systems

29% of firms indicated compromise, while an additional
44% indicate suspected compromise

Few Unscathed

Average time to detect a compromised user is 287 days

G Ransomware and other threats are Average time to complete a ransomware attack has

in process |0ng before impact dropped from over two months in 2019 to less than 4
days today
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Traditional Monitoring Approaches Often Fall Short

Log-Based

Traditional monitoring
solutions are often overly
reliant on audit logs, but audit
logs don't capture all of the
detail — for instance, user
queries are not always logged

Agent-Based

Hard to manage deployment —
versions and BYO devices,
unreliable data inputs for
driving analytics and not able
to be run utilizing full
capabilities all the time with
large data storage
requirements for replay

A Day Late is Too Late

Retroactive audits of
activity may be sufficient for
some purposes, but not
when it comes to protecting
your organization



5 Stages of a
Ransomware Attack

A process that used to
take months...

..now takes days
..soon to take hours

...executed using internal
user accounts

Stage 1

Initial access

TrelliX B

Initial access: Phishing
email or exploit of
internet-facing service

Persistant access
Task, Run key,

Remote Access Trojan (RAT)
and soon

Command and control

Stage 2
Post-exploitation

Second-stage malware or
post-exploitation toolkit

Interactive attacker
establishes access to system

Stage 3
Understand and expand

Gather credentials

- Local reconnaissance:
Local users, groups,
tasklist and so on
Active Directory
reconnaisance: Gather
list of domain admins and
domain controllers

Server Message Block (SMB)
lateral movement

’—|

Gather credentials

- Gather lists of hostnames
or subnets to target
for ransomware

- Gather lists of
data sources

Stage 4
Data collection
and exfiltration

Data exfiltration, suchas
WinSCP and Rclone

Obtain domain admin
privileges

Stage ransomware
on share

Deploy ransomware using
domain admin credentials
through PsExec, SMBand
group policy
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